i 



i. ^Nwí R»>»iw ^stw <pt?r (drf^ ts^j ^Rpft ^?r) ^ 

i.i. ^Nwí 4^ ^ 

ía. csrn^r^T ^jt^ h 

i.O. (T^^STm^ ^fwtoí io 

i.8. ^mwí ^jwtorr 

i.fr. ^hmï* ?rfêfi^ ií> 

y^. (^t^t ^rtf^r (r%.^.^) i8 

4%*H^T C£fTto«T i8 

4^.fi>.fi>.í*t. (HTTP) ^ W.W.W ï(t 

(SMTP) ^ %-G$ï\ ï<b 

fcr ^tem 

O. T5?T ^SftïT ^#f5T% 

^A. fcr ^sra Wl 1 ^ ib- 

^.o. is?r ^sfT?r ^#^^1^ 

fm fter (tt^-w <^o 

^.oa. £tf%r ^rtér?r (?rfr-W ^ 

^.0.0. Preference (7T& ^£ 

*.8. fcr <U<K>!« W#cí ^ 

^.8.i. Sflt^ (TK^T ^ 

^.8A. ^r^rr^fcr ^rtf^R^ ^srm 

^.8.0. TFi^sr wlk 

^.8.8. ufl^.R 47^T lfê«\8H ^ 



$,8.<t. ^STWflt^ https ^t*fa Oo 

*.8.fc. W 4W7Ï<T *fêKUé W^*\ 4T^T 

Sffw^T^ ^ 

d^r^rt^ ^^«^ 

2ff%PFt^?rT^ wmi m$*m<! c^rrn 08 

^.fi-.vs. 2ff%PFT^ cBf^ Ofc 

£fr?r^ <^r<T wr "^r 

§r<wí^° 80 

o. ^pfreTH 8^ 

<^r<T ^r^^wríT <ij<i^!<i ^?tf© ^<r 8^ 

^^^wr?r #r ^r 8^ 

8. ^mr^ wr*r ^«ri^H ^r^vsTum ^mr?r 80 

8.i. sr%®& *ft<Tf*r<F M?r?r *r^t% 80 

8a. stte^ ^rt#r<F ^t ^rx^ wr?r *r^rt% 

8.0. ^át ^^rf^ wr?r *r^t% 6ï 

8.8. ^rêt fêfêp^ wr?r ^r^ 

<t. WïïH «3=^<ff ^<FÍW frV 

<hi. ^Ft^r wr^ras wt<T *t^tt% <Mr 

"*lí%*rf# ^^rts fcsft £<s> 

<ho. ^Msta?! *tt5r ^rfw^r 

(t.8. ^tsr ^T^r c«r^ wtt.R ^rt ^ 

<h<h ^rs^T 4?iWh 

dvb. t%.^.^. ^tc*r ^ffefT wr ^ 

8 



(Connected) ^#»fê$tt?ï?r W 4T^T slï<R<T i $£|<1CHÍ3 4T^T ^Tí#l« 

4^ "^18 nnn.nnn.nnn.nnn C<HTT7T nnn ~$J$z ooo-^(t(t *IW W ^r^llïi 4^ 

4T^n?F ^rlW^ (IP address) ^TÏ ^?T i IP 'STTTTT "^TÍ $£|<1CHÏ3 C2ftóí^r( Internet 

Protocol) I 4 ^TO WWïTÍ ^TTO WTO ^WI 

T%5?T ^Mlí ~5JM R»>o|« <êH^?T IP address 1.2.3.4 ) ^twtó 

^!T*flCT W*í?r 4<1# ^pM^Tïï (^It?r IP address 5.6.7.8) 4?T ^Rf^ ^TJ i 4*ITT7T $£|<ICHÏ5 

^tf» ^ ^ ^H^ra w ^tsctn ^wift ^^r ^x^r ^n^rr i ^r t%wiw 
^mjí wr ^i 




xjfpf ^ft^ C<FFT $£|<1CHÏ3 (?T<TÏ HH<Mfl C<FFT sJÍ^H (Internet Service Provider ^T ISWÍ 
ISP) 4?T ^T^ ^T (^T C<FH C3T<F •Tï C<M, CW <I?FT ^TO^T, ^M-^T, ^3¥lt 

^ ^Sflfó), WÍ^Wïï ^TT 4^fi> ^OTÍ ^T ^lft IP address ^TlW ^?T f%<I i ^cïTfc 

^rr ^rm, wr^ *Nfó $£i<ichï3 <ij<i^i<i -m ^rq^ wr, wr*Hi?r ^H&ï3ic<i<i 

IP address «ÍT<R<T i 



C2llW3|<M t# *|Jfó<^ 



wï'^HtïT ^FÍ^fêÍStïT $*Gl<ICHCÍ3<l ^í^í ^t^s? i£R° Wf^HTïï IP address 

1.2.3.4, steí w wr*Ht?r <#*fê$t?r Rivsiw $-di<ichcï3 Wfr ^fêfeft ( ^ 

W IP address 5.6.7.8) Í<^»IC<I ^sft w<T (arffltOTft ^W)? ^FfëjHWt Wï*tft 
4^St CSTCTSf fttfo ^H ^t^tïT 5.6.7.8" I *t?H Wï*tí% WÏ*Ht?t ^Tm WT t£RT 

^ttwt wr*Ht?r isp tíRr ^tror $£i<ichcï3 m<&\ \ ^rrWft f*r*rr wc^Sr 
^pfë c^^ra (c*pM ^t) ^tíwí $-di<ichcï3 ^Htefêvo w ^tt wf*Ht?r %«it 

WMérSlM» Wlt Vl<K§ÍH<P ^#1 HowthelrtlernelWorks 



4^Wh ^tt?r ^ $C«1<w3ÍH<t> 

^ ^r<tC*R<T t<|^ $C«1<l#t<P t%W#t 

fmi *rríw csmm «ifóRfiovo ^?if© 

faelM 4^ ^Sffrï Wt Wt? C£ftto*pr# 

WfïT ^Tt W 4^ ^SfSt Wt Wt I 




^m^rt^ "srtw c*rr«m stfëét* sifêfí» ^H^ra 4 <t?rc c t?r <ír# c£tft5t^pttfe 
i ^^ttïm ^H^ra w*ttt?títk í>ic>Gc^ \st fcsft wt ^tt^ i 

*5t=ïï C<T CSttrSt^pttfe PfWf^ ^cf^ TCP/IP protocol stack ^t TCP/IP C£ttt&T^pr# 

4^ *jfi> <t?tc c t?t cqfttwffi csttc&r^r ^mr?r wr ^rs tcp ^ ip ) ^rt i 



tcp/ip c£fn^r^R# «iw<i»i3r 4*^8 



c£mËT<M ^rr ffife ^íin^HH 4<r ^ht <tnt "^rs cws www (worid 

wide web), e-mail, FTP (File Transfer Protocol ^T file WKC«Tfv5 
'vb|vB«1Wlvb ^ïTtf© SfóTÍ^T ^T) ^c#f I 



csmít^r 



(TCP) 



TCP 4^ port number (*lí *íï?r 'WT ^C<T) <1J<1$J<1 "<KÏÏ C<FFT ^ 

*bic<i>ï5c<i> iírsSt ^#»teï3ic<i<i ^íIí^to *trêm i 



^HMlS C£fn^<M ip vs^ VD«1J *lilC<1>ï3c<1> IP address 4<T ^IWT?T ftf*T% ^P^SttiT 

(ip) m c£f<H i 



^rw?rTr<T pi 



^rtft *uic<i>ï3c<i> c^"?tt¥ l^rffi ^ ?f*nW w (^ ftifte 



^rmr "Wrï ^*fê$T?r 5.6.7.8" cwr^m « *w ^pr?H ^rr <j>H^<r 

0$U$ W*t<r <pf"*féfrfóiT (^rí<r IP address 5.6.7.8) "<Ttt^, ^T^T *ftt<Ttg 
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i i om§fc\ tcp/ip csrtt&^Rife ^*r?r c^w ^rr w ^?tc<t ^ t%&?r fp?w *rr^<r i 



* i #f CWT^r *j<r ^ "^T, W Stf^ C2l)CÏ3)<M>l)í*t OTTT^to C^ C^ Wt W ^<T, 

^ c^ c^ ^j? ^ttw w ^irft^ ^#r i 

© i ^frKTT^ ^flfaHH C2ítTËt<M ^ ^5|t%2R W TCP ^tm (^TTTT Slfëfí» ^BtWCSïT ^TJ 
^<píi> port number <)<iK <P<rt 3llc<p i 

8 l ^©*t?I *IJ)C<l>ï3ílS IP ^?T 4 ^ltir I <#*ltOT Stt%fí> *Ufa5T> ^tW^f?! f^HT 5.6.7.8. C*ft?t 
^TTTT I 

£ i <£\*ft WtsíTO C^TTW *|jiC<t>ï3ï3|<1 4^ port number <£T<R 4^ IP address ^TT^ i <£|§t 
4^ $£l<rWCÏ3 C»^ ^TÍ fcsft l 4*FT ^STTH WffltfT?! «FïïfcT WtfttW ^T^ÍW 

c^ttt¥ t%«*r <F*rt^?r w ^ ^t (wra ^rt w ^<r i 

i C<MC«1<t W*t?t 2ttM WWtïT ISP ^raWft $£l<tCHCÏ3<! ^sg^ i ISP 4?t router (<Tfëï3)<t) 

£tt%fi> *ijic<kï3<i ?tw t^<mt t^ft^^t 4<r ^rw *rtert ^c<t ^t ft<rt?r c f ^?r i 

£ft?P^ 4^ *lj!WÏ3ï3!W W*t?T router (<TT^t?T) 4 *tfcrt ^?ti router (ïTT^tïT) 

*TC3Ffa ^tM^TÍ ^ïï ^C<T i 

H i ^lík^ *BtW$fi> ^TïT ^tW ^H^TCÏÏ (^rtïï IP address 5.6.7.8) C<ta i 4*!tT7! ^tTt^t^ 

tcp/ip csrn^twrfe t% c^rr^ ^rr w ^<f?tc<t ^ ^*K?r?r t%<f ^te «rn^ i 

v i w *iítc<tW tcp/ip csrn^twrfe ^*K?r?r íw ^te «ttw, cstw ^#»fêfrí?r 

^tlf^í^ ^TO C<FT<T Wíftt ^Rfs? <K<líVl ((WS IP address and port number) ^ 
^tlf^í^ C«tC<F W*f>TÍ?r c t i 

& i w ^ttftaW ^rtfe 4c<nic<r ^*K?r ^rm ^t *&fó^©M ^fram wt 
^ "spr ^r^t f¥k?r (ttttt ^t i *nW wc>rs?ï3r "Wft ^r^tïr 

5.6.7.8" I 



wwifti^ ^siFnit í^?p©m wrstïtt wtft i wrst?rr <*m ^pí f% f% ^*rM 

feí ^NWlí 4^ 4^ ^rtWHOTtïT ^tW f%? fe<T fWt 4^5 viwlWlt fet 

0^t§ 



n 
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Router 
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ISP Backtaone 



4« fei ^3 R^lfêvo W f&aitíw <Rt l ^WC*T<T ^fêfem C^W 

Internet Service Provider *IW 1wíW ^T^ÍH ^oí W*TRF?<T W WWf^J 
4<T ^ÍWÍt <tt^M f^lf^BtW ^ i 

ISP ^Tfót^o ^t^tWf^ « (W?T^ *ltvbt*H1 ^TOÍ ^S) ^Rt <RST I c£pST 

^TftW© 4<F^f <#^H ^fót <7t Wiï^ <jpT C^W ISP Backbone ^t C^Tf router 

4<T ^WPa" W|5t £f^K Í^Wt Wí i 4^ <U<1^1G<P TOI port server ^Tt i 

w wt^Tí^ *ijk<^ c^pH c^ttï¥ c^w ^r^r isp ^ ^wrw ^ c*ftwïï 

^rr^Tt^T *1ItC<^ ISP 4<T Backbone W ^C<T i CWT C*lW ^ItC<^ ^3 
router Backbone feí <lt?T, OT *tW Rt ^ot W ^ 5 ^^ W<ïï (*rt?T IP address 5.6.7.8) ^t 
C%^ i 4*lft?T <TC?T <TNt vstM Internet routers ^C^ ^ïï^t <Tt f^<ta ^ WÍ^RPsT 

^iltí^fto c^t^t?f ^fttat ^C<T i 



*.8. $$HM& 



^NWÏ backbone Ws^WFÏÏ ~^5 <Jv5 (s$*m<fa ifoo <£RsÏ3t ^FT^t ffPttW 

sifêfí» <?n^Q?n¥ ^"c^ w*k<t<t ^t ^ffj^i (íi^ - ^ ^ (7^vs"?n¥ ^rtw ~^w ^ 

Network Service Providers ((TTfrsTTT^ ^rfí^f CSÍt^St?) NSPs I ^WWJ t%f NSPs 
~$m$ UUNet, CerfNet, IBM, BBN Planet, SprintNet, PSINetl ^ (TT^Tt^Mt 
^KiTïT ^fflSt ^TTO ?Tt<H ^tiT C~ TOt t%5rW W *tíTW$ ^TH-SfïH ^fTtf© *tfóT I Stf^ 
NSP Í^TÍT» Network Access Points or NAPs 4<T ^TS - F i 4^ NAPs 4, C<FÍM ^tJt^Tl 
$<rfï> NSP iíRT backbone C«K<F W*t<l NSP backbone^ Wt^t <MC^> *tt£<T i 4^ NSP «TFIt 
^TKÍ?! Metropolitan Area Exchanges or MAEs C^» <3 ^fe-^kicsv» (t%TO3 ~>K<ÏÏ 
^ICHtëvb) I MAEs 4<T ^ÍW ^TH NAPs 4<T i£f^, MAEs ^Jt% ^lPl<1>MI<?ft l 

4T?r?T re^ (NAPs ^ MAEs) Internet Exchange Points (^IítCHÏ? *fc?F&) or 

IXs ~ fí ~ í i NSP ^^TÍíT'F© ISP (Internet Service Provider) ^M<T ^5 bandwidth 

(«jtevS^vbvo) t^faF ^tt - 1 frcar ^ ~ ^ton t^t% w t%ií^ w c*KtM ^cw 
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^KijïT fêar 4^fr> ^s w §ar irft^ ^CTTC^ fa^lM NSP *M ferc^ 11W ^ 



1% wtft ^tj ^H^m^M cw?r *m<FS ^ttttf 1% w ^#»r^tt?r 

^T? ^KiTïT £W ^slT ^Tf' i C<FÍT7Tf ^HvSSl^ WfTTT ^rr ^it ^fêfcttreM c^wra 
ÏTTTO WíïT *Ut^fr?»Q ^í^fe ijm "=Tt l <1TÏT^^TJW ^TT?TïT ?(W^T 
C^fóTfó Wïï C<T ^T^T WTJïT ^©T routing tables 4 CWT «t^, ^rtïï ^ routing 

tables £tfëfí> router sTTïTT "<KïT <TÍC<t i 4^ "^C^ ^•BNWíJJ 4"<#í router iíRT ^T^I 

Routers ~5JM *UK<^ WT-WT ^tft i W>T router TftRW t%f ^^3% W.*ïï ^TS^ 
^ÍTW C<H ^ (TT^lT^eTO "STTT^T ^JTT^ "<TT<TTïï <£|^T ^<TíT<T^Í ^?T T%s *ïtt?T i Slfëfí» router 
WtTTT W ^r<í>T^ <?{&G$\tá ^mt WtT^ WlïT ^tïTÏ f% IP address W i f%l 4^frt 
router ?rï<TfïT c F© WÍT7T ^TT ^©tïT ^ <p KïT<T IP address T% i f%5ïT fpajfí» ÍHfH c ï W^T i C<T ^T<T 
^<FfM ^ backbone ^MTTF ^T^ <FC<T C^TC^ ^Dtïrf router. ^*KïTïT T%<FïT ^5 NSP 
backbone ^<F>\ NAP 4 WÏT^ i ^cfaïïT T%5 ^rK-C^^TrT^ ^5 tíRR volflnl 

T%5 wm^s f%^ ^-c^ttt¥ ^n^, 4t?rk?t f%&?r fw ^ c^trfm 4f%rr c^ttrf 4 

^^FT^Í^m^T^TÍ WfT^ l 
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W C<FfaTT ^Uf^ 4^ router 4 WK7T, ^ router i?t C2ÍW ^HvBl5lWíl IP 

protocol layer C<T IP address ft«ic^ ^T *lffat ^GT OïC*í i Router ^5t?T routing 
table CW ^ i #i ^ IP address ^tffêfc <7#^Q?It¥ "*TT?T, W *MC<1>Ï3Ï3! 

(TT^TTtt^F ^ÍTter ^Ti WíïT #r ^TT *it^?TÍ W W ^ router CT^ *IJ!C<1>Ï3Ï31 4^i5T 
default route 4 *ftík?T (m ^TÍ ^tïm backbone ^*K?ï?r ÍW ^tt<F i ^HT ^ïTÏ ^TT?T 
*Í?R# router WfaT C^NtlT packet ^T <ïrêrfcc i ^ CT \sT ^Tt WftTT, 'vol^l ^ packet ^T 
^rfí^ ÍW ^te *ITS<F W^H ^T (7T 4^ NSP backbone fef «Tí C<ta i CW 

router, NSP backbone ^Mtf© ^fs^ ïTC?TC^ 'volC^ routing table "^C^ *Htl>«l <£RS ^ 
packet ^T C<F ^iíW backbone 4 ^T *ïterf ^T, CWT C«fó<F \st (*|j|C<frï3ï3|) toïT ÍW 

cw *hT<f ^ ^ (7#^"?tt^% w fer ^rr c<ta i 



W*$\ C 3 ^ "^ 9 ^!^ *£RT IP address «Tí ^rlCHH ^TtïT ^TTC^T WT#r "^s ^T, ^T t% 
"^C<T? ^ WT^TÍíT web server 4?! W' ? \*tt^ www.anothercomputer.com «TTW 

C<FfM H^Ht?T CW "5?J, Wï^ í% <HC<M? ^Tf'^ffl web browser R»olM 'érHM 4^ 
^í^í^tïï $*G!<1CHCÏ3<1 C<FMt?T ^1<T^H ~<m&? SteTsT ^sïT Domain Name Service or 
DNS. DNS "^ 4<pfrt í<Tf^ W ^ÍWÍïT (distributed database) (^ftTT $-D|<lCHCÏ3 
W ^#M^fó<T?r ^rtsr ^3 ^r?r IP address 4?T ^R^t ?TNT i 

WfFF ^^\<\ ?TcTO "<Tt Internet host 4 (connected), 4?Tf 4^ DNS database 4?T 

^^t W?*t ^Tf ^#M^TïTC<ï?l 4^ database 4 2fT^*í WíïT ^PItf Oï?r i ^ ^ t%*T<T 
^ 9 Í^T?n?T?rC<F DNS servers <T«Tf i C<FtT7Tt DNS server ^ ^P 3 ^ database <rt?T c T "<TO" ^TT, 
4ÏT i£j"#T W°"*í stíïTf "<K?ri "SJTTT W^T C^tïTTT 4^ ^f^r^Tïï 4^ domain name 
(C^TSRo www.anothercomputer.com) request <P<K e ir ^JT ^ DNS server <fl?T c t <K<1 «Tí, 
W ^ DNS server C 3 ^ request C<F Wïï DNS server 4ït ÍW <ttí<T^ (re-direct) 
fpfc^ 1 zr^T Wf*HT?T request <F?fT domain name 4?T ^fftsí ^f%^ IP address 'jcst ^T^TJT 
^TfTT W browser Wf^FW CT^ I^J computer 4ït ^TTC^ ^CïT t%<T 4<T°. ^TÍ^ 
C<T web page Oï^TFc blCt^H ^cfïT ^TÏ 3 T*ftf?T*f "<F?TC<T i 

£fr5r<M ^rtffe ^©rw <£i ^tí^tcïï ^íw <m sms, w ^ïts© *tíïtc^t c<t 
^r?rc^ <ij<i<>ic<i<i wïï w^ Protocol ^mí?r ^ïtf© ^ w c<t, ^mchS 

^T%WTC<T "<Ft§T "<F?rt?r Wr^ ^«t?? OTftTWH (communication) protocol W^FfïTi 

(£TCï?r TOff t^^rwfflj "^C^S TCP IP protocols, routing protocols, medium access 
control protocols, application level protocols ^jff^ i T%5?T ^lWï ^í^^^cf \q 
protocols fef WfMMf Wf "^CsTÍ Higher level protocols t%?T SfstCST '«llWlMl "<MT 
"^C<T, ^ lower level protocols t%?f WfFTTMl "<F?rí "^C<T i 

i8 



World Wide Web (WWW) $*5l<1cHcï3 W ^flf^T i application 

protocol 4?T «T«ii web "<Ffëf <P<1C^> "^?T "^T ^ct^ Hypertext Transfer Protocol or 
HTTP. ^Tf^M WftT?T 4?T ^t Hypertext Markup Language (HTML) C<F ^fel C<MC<H 
"=TT l HTML "^ <W ^«tl ^Tt^TSTW "<TÍ <1j<1$J<1 Wt "^T ^CIR C*l%t C*NT?T ^HT i HTTP 
~§TM q?TC e t?r protocol "<Tt?T ^KKïï $*5l<1cHcÍ3 W ^lSétN (web browsers) "Q~3R 
^TT#ïï (web servers) ^IE^ ^TW C<Tt' J tTS<TM "<R<H i 4ÍST "^C^ ^£|Í|R<HH ^C?T?T 

C£TTdr<M ^rtT%c ^T TCP ^?T ^T layer 4?T ^*fó?T «TTW i 

ÏAX HTTP WWW (World Wide Web) 

HTTP ~5m 4^ ^WTtf^flT text based protocol. 4*ftFT sfT^ ^T Clients (web 
browsers) ^QSR" ^TT#ïï (web servers) C<F request ^Út^ C<FM ^TSR ^*lt*íH (web 
elements) CWTS ^K?T<T C*ï^5f ^T ^CTOíT *§HJ i request ^T ftiéfá "<F^ sHïH "<F?Tt?T *T?T 
STÍ^ ^T Client ^rtëfïT (web servers) 4ïT ^SCTH RÍHs^l ^C?T ^TTTT i 2lT%í^ 

^T^T request 4ïT Wti <1l<1<1l<1 ^T^T ^WlM ^t*H "<F?Ttf© ^?T i ^rfwt ^ protocols "^C^ ^T^M 
TSÍÍfë (connection oriented). <í|?r "STfaT "^C^ C<T ijfí> ^^FÍ^T^Tïï "<TT?TT W^TCïTíT TtW 
<?ïN»T ^TO, ^íflïïT WT^fT ^IíICHÍ «£) ^PlH ¥l^ <TÍ^ ^TT I HTTP ^C^ 4ïT 

<TJT%^1 i client *P*fi^ C<FH . 4^ HTTP request <Ê?TtfD ¥l^C<T, ^rtéfïT 4ïT 4\WÏÏ 
WÏ*ÏÍ$ ^T^T "<FR7T<F*rí 7 T ^T ^PïfT <HC^> ^C<T i "W^ Wl^ Wt'WT web browser 4 
4^ URL ^FCÏM, T%5?T ^TT SlfóTO 

i i ~^~ URL 4 ^<PL>I domain name (C^Ho www.anothercomputer.com) sTft<F, ^Kc ! 
browser SWCT 4^ domain name server (DNS) 4 ^PIH ^T*M <F?TC<T ^ ^ web 
server ^?T <5HT <i<iK<^^ IP address ^Sf T%^ i 

^i web browser web server iíRT ^TOTffl (connect) ^T*M "<F?TC<T <£R° 4"<Ffrt 
HTTP request ^Tlfe (protocol stack ^T ~^f^~ ^T^tWtïT) ^T?T ^Tt^s web page 4ïT *§HT i 



© i #t server (Ti^ web page ^ ^ web server ^ WíïT #r ^"£5? *lt?T 

W HTTP 404 error message *T&T?T i (404 means 'Page Not Found' ^T C^I^Sf ^"SS? 

*l^enT ^Tnft 

8 i web browser page Í>T receive <PG<J ^"<T\ connection Rft^sj "5£?T "<TT?T i 

^.^.ft.Pí (SMTP) ^ Vflfi* CS$ë\ (email) 

«llfaH» Wtl ^NwU ^Tíf^T ^JM electronic mail ^T E-mail. E-mail 4^ ^íff^fH 

C2lltï3l<M<IJ<]$J<l ^ ^TTïï ^TTST Simple Mail Transfer Protocol <fí SMTP. SMTP 
^WI? text based protocol 1%1 ^T HTTP 4<T TO, <1W SMTP ^°."C<TM ^RÍtfë 
(connection oriented) protocoll 

W ^TT^ ^T^FTÏíí mail client ^ ^*fit?r e-mail lUpT, feíT ^fëM «TÍT^8 

i i mail client ( C^TSRo Netscape Mail, Lotus Notes, Microsoft Outlook ^jlf^) ^oíW^ 
mail server <4 ^RT^JM <K<1 i mail server <4"?T IP address "<TT domain name 7 TT<fí?T c F© 
CTÍ3 "<F<TÏ «TÍÍ<F ^T<H WÏ^T mail client §H>G«1 "^R^T i 

* i client 1% ^©T?T CS<F <F?Tt^ <F?Tt^ 4?T ^*I?T ft^?T W TOfN^ SMTP 

commands ^T fttff*f server "<TO *Tfcrï ^ïï WÏ?T C^ commands «íRT £fT%t^s?T ^?T 
(TT^ptfTi 



O. *ií3íbfê> (Tor) 

frsT ^TpH ^WfïT (tunnels) ffl 4^ Wtl (7#^?TT<F TflffS C<T C<FH ^<ÏÏT% ^ 

vdTO ^rn^ ^mn^ cnr*t%^r ^ ft?rmr wm ?tn^ *ttt?r i fcr 

^rr^im *rterr cmk ^ira* fcr ^^3% fëíwT ^rtétïr (^rr tor ?rf#?r ^rr reiays 
^rtw iflf^o) iírt w fer *rré>m, ^©g*t?r wr*mr?r ^tr#r^ ^twrê (cw? %rt^) 

4 *rttar^?ri 

^rtiR c<m c^m ^rt^ fëf®# wr^r wmt?r ^nwís ^oth 4?t ^*t?r ^rwrtft w 
^t^c *rr?rc<T 1 1^1 fr?r ^ R*j*ii3im> stfëw « i <ítw w *nw wr*tft cwr 
^ri^ (íi irtw ^rt^ wmt?r ws$ft (wr^ c^wra ^r ^nchl? <tí<t^?i <mc^h) 4?t 
^*t?r tot ïtnt^ 1 fcr 4^r<T ^rt^to varr^mtïr h^kiH wt c*tw 1w» ?^t i ^ w 
(Tr^rrTTw tor ^rr#?r ^mm fcr c^s^m^ wr i 

wrwt?r wïï fcr ^r^^wt?r ^tt^jtïtw cw\ W ftf^ w?r?r wïï (m ftí^ <rr ^r?r 
^tU^tfl ^m) 4^ ^rtí^ ^rr »w <rmf?t ^?r i ^ ^ w?t?t ^ wr*mr?r ^r request 
*M 4^fi> *nfêfc ^rr *w ^ ^?r i ^ ^rr*w?r f%^ ^ro ^sr?r «r *t?r<T# 
^<TO?r c&ft (?rM^3r 'jcsr tT^?rr c<m c*itt<F?T wr ^r?r i 

fcr ^ft tmfá c^rr^wr kwus itc?r ^rr 1 cwrs ^ ^rr*w?r ^ifrr smtt^r ^títo 
t%t^st t%© itcïï ^rri 4^ ^tr^ ^rr^Frm ^tfrr (*t%?r ^rcfêtfc ^r ^r Login id and 

Password) ?» WTO WfW^ £fr5T<M ^r^fift ^PfPf^ ^^^3« 

(protocol-specific support software) <ïï<r^T?J <p<T(.^ "^<T i ^|\5«r WTïï 

frfT (Torbutton) ^mf?T *Tfó?R ^TÍ WÍWfT ^H^5l5lC<1<1 ^^«^fH 



(configuration) Í<T<TW f%| ^ ^fím ïTNtf© ^RNT ^?K7TI W^tlCH fcr wfrtf?Trc<r?r « 

^m?t c«rc<^ is?r c<tn wr «rt^ i 

teïï ^"^T C?tH%?T ^TOTM *W (private network pathway) fcsft WíïT Í5?T 

C^TTT^ ^j^^tfïï W^?lTT<r <Tt client «*tWft<T <Ut*tWK?r relay ^<T^?í?f 
i£R# ^twfëxt* ^RT^tM (encrypted connection) í<TT*fë *W circuit ^oft ^CsT i ^ *W ^T 
circuit 4^ ^TTO CWRtW 4^fi>t hop 1# f^o «ÍTT^ 4^ Stfêfí» relay 

(^WSTN ^ <7\, C<FH relay 4^ Wffrf ^ relay C<F (7T WT&f 

ÍTO i 4^fi> relay ^^Tl^: pTFt ^Tt C<T Wlfrf *UlC<l>ï3ï3l<t *N^Í T% i ^ »W ^Tt circuit 

4 ^TtïT ^TO client 2ffëfi> hop í|?M#Pl6 Wf^tmt ^TÍ^fw c^sfis <tml<t <R<T 4^t 
fitw WíïT ^TÍ C<T Stf^ hop C<H 4l5T ^<r<TÏFs ^TT "'tfóïT C<T ^©fïTf C<FFT ?R"C*JM ^lfoiíH "<K?T 
477T^i 

Í5?r (.^«l^M TCP streams (transmission 
control protocol) l 4?f Wïï "^Sf i£T<T° ^ 
C<T C<FH ^ílf^H « <tj<t^<t ^ 
ifT^ ^f?tW»IH SOCKS support <F£?Ti 4 

^tíiFt c<t w csftsfm tcp/ip sftw^r ^tft^ït 

W ^Tf, (?f©t% $ÏT 4ïT T%©ïT T%?T mrM ^TtC<T 
^TÍ I 



I^HowTorWorks: 1 



Alice 



5tept:Alice'sTor 
clienl obtatns a (ist 
oíTortwlesfrom 
a directory server. 



Dave 



Q Tornode 

raiKfyplCdlhlk 
— * cncrypted llnk 



Jane 



D 

Bob 



lQHowTorWorks:2 



Tornodc 
. • > L.ricrcryptud li-ik 
— n- cncrypted link 



Alicc 



Step 2: ANce h s Tor clíent 
pichsarardornpathto 
destínation server, Green 
linksareencfypted,red 
linksareinthe clear. 



— i 



Dave 




How Tor Works: 3 



O Tornode 
. ■ > intïr-cryptcd llnk 
— » cncryptedlink 




Step3: If ata latertímeJhe 
user vísíts anothersíte, 
Allce's tor cllentselectsa 
second random path. 
Agaín, green línks are 
encrypted, red ilnks are in 
the clear. 

Dave 



■ sd~q 



■ □ 



Jane 



Bob 



S?r c<t t%# <imi<i w w ^fí» ?tt#?t wmr?r *rfcrr ^hjmw 

(encrypted- í<Tt%ïT ?TKC<r>fë><r> code W #5) <F?T^ *Ítt?T i t%l ^f*fê (^TT 

exit node -flCT *lf?JtW) ^st ^ïTtf© *ITC?T ^TT i 4?T "TO "^TÍ frfT ^mtWtlt *tTtf?TT 

*JtCT ^TTD^ e-mail passwords ^ C<T?T <P?TT ^JTC<T (#r ^tïTt https W W) i 

CTO| Wl-rTO ^rfêfë ^<T (£|^í t^Tjt (<Jt fake) ^t%, ^ t^^T ^ ^5 C<FÍM ^JJ 

^?r i ^rwr ^r<T ^r-ra https c£frt&r<p-T ^mr?r wí?r cs^r ^?tc<tt i 



fcr 4?r c^rr^Twr ^^rwrfk^ ^*i?r t^ns?r ^c?t i fr?r c^?nc<F?r ^rc<n wï«<f 

^TTRT <TJ<T^?T<PTfte "5JTC<ir WfWN ^CÏÏ ?TTC*Í i ^ w C<T-tt ^<t ^ <lj<l^l<l ^FïTC<T, £?T w 

c<r-ft t%m ^c<r ^«it-r w c<pft c?rr*t%rA©T <ïï?tc<h i fer <tmi<tc<ii^cT 

w ^t% *trc<T, ^ w c#r <imi<i<Mflc<r> wTft ^?n^s ^rmc<T, wr sifëfí» ^ottot ero 

^T<TÍ t&^-T (possible sources) <3 (destinations) 4?T ^tí^T-TH ^ *ttt<T ^ slfëfí» 

<ïï<Rr?r<FTf wrc^r c^ t^rí<r^?T^ ^rr t%m ^c<t i 



^.vS.*. ftW %F\ 

cw fcr ^mfwtfta ^nwí ^rtí^r sM^to cfpí st^ií^ fcr <»^m^ síot ^ 
w cffn (cw? §fa) ^rto© c<^ tar <?#«<F?r ^r^ ^ ^ « ^tïï fm 
fter i ffër ftc*r ®% siwtw ^i<i^i*i is^ (?#«3% ^ ^ ^Trm ^rr ^r "^i 

t%t^sm íw c^w íwr ^<tc*í ^fi^ ot, crog ffët fter <©m £N#r^ ^?r ^rr ^ 
^ra c<t is?r <j<i^n ^fl ^ <rjr*tt#r ^<ra ^ i ^ ^ ^r<rm ^ktt 
c<Nn?r fcr <imi<i wit ^r^rwr^ ^r ftw ffer <ij<i^i<i ^?n^ ^rrai ftw ftc^r 
^mi?r ^?n?r ^rr^rm ^fêí% *tT% ^rw ^r ^<r s&tí*Fs fte c^w wsr^ií^ 
ftar <rj^^«r ?rí<jt?m ^ «rr^ i 

<ij<i^i<i wt?r ^rr si^r wï*Frrw c<r c<m 4 w fusr c^» ^c<r i 4?r*i?r $?r 

tor tor ^Fijfai ^fcsr c<r?r ^<r i sww fcr ^t^t ^*im 

(<F) bridges.torproject.org ^TT^ t£RT f8f ^Ttt<T i 

(^) bridges@torproject.org ^C^T 4^1 Wl i ^C^Tïï 

<]Rs(^> 'get bridges' ^^ítfi? 1%^© ^C<T i WT?T C^T *ff^fó© "^TT gmail.com W*f<TT yahoo.com 

c^ i wt?r 4^tc<t tcsr^r c*nfr^ H^r ^ ^r^ wl^ ^r i 

ftw ^t^t ^r^ wi?r *r?r t%»k<t $?r 4?r w ftw (Trftarm ^c<r, ^r %s fom 
(^HtM^ríg 

i i Ï5|-if><ll<l c*K<F Vidalia Control Panel <F?R i 

i Settings Picsis "<F?R i 
O i Network ^*l*fcT ílN> W^T i 



C e : ;ec ;o ; : "e o--e;- o--: 



Vidalia Shortcuts 



I Stop Tor Se ;.. 2 -;e ~ ■ ■ - c 



View the NetA'ork Use a New Identity 



9, Bandwidth Graph H Help 



i| ji About 

|j|j Message Log "*f& SetHngs j^jj Exit 

[7J Show this window on siarnjp j Hide 



I {'} Are you usíng Tor? 



§ <E> | [""] torprojecLorg https://T3ridges.torproject.org 



Here are your bridge relays: 



bridge 109.192.60.207:443 % <■ ^ ^ ^ * .j V , ^ 
br idge 24.255.29.6:9001 
br idge 89. 190. 3. 61 :90D1 



Ce-e-í 



Sharing Services Appearance Advanced Help 



'5. 

□ I use a prox v to e::ess ;ne Internet 

r~l My fire'A'ar on ■ e;s -e □Dmect ;c :e- tain ports 

[TJ My ISP blodís oonnections to the Tor netA'ork g -ftífr* 

B- cce Settings 

Add a Bridge: 

V, i*."^ s^fy W 7 ^. ;->^7 ïF^t 



176.198,145,153:443 
204.62.15.145:9001 
91,123,201,203:9001 



Find Bridges Now \ Ho:-. 1 else can I find bridgesF 1 



^ . ^if cw ^ttït ^tj + T^p 



H 

□ 



^tïï 'S r^j \53>T SZ^ 

["' "OK ] | Cancel | 



S?^T ^ *si4ï<4 ^T^íï?*" <^7T 

l*>Tí> V^" ">^T ïTt.lsv^' T W <F7s C 7 



8 1 My ISP blocks connection to the Tor Network W^HïFÏ f]N- ^^-l i 

£ 1 ^W^W *tí^?ft 47^T W 176.198.145.153:443 4 Wl^f*f 47^T C^ ^TfflïT 4<T 
OSftWT Add a Bridge ^ «Tki> text box 4 copy-paste i 

<b\ ^FT ^TfSf SflT f&T^ f|F<F W^T I 

H I 4^tt<T ^T#ft * fí> i£|7^T ^T t*R l 

V I ^<Tt<T C--tt<T OK ^7T H^s W*T l 

£|f^ ^Tt^tïï (Proxy Server) 

fer <J\8*jH ^PFT 4^<R Vidalia *M»I«1 ^TRTM HTTPS St% ^tU^ W I 47^© ^f<T<fí 4^ C<T, 

irf^vs c<m ^^fí<m ^rrX^^#f ^ w ^rTém ^ ^ £ff%f ^tïï "5tí<íj^tïï 

I5?r <1J<1^!<1 i 



4^ HTTPS 4<T faf*f§J l <W 1% WfóïTT C^H fêfsffr ^f|, Íf £ff%f ^TtéíïT (3ï^© 

^rt i ^ wTO' ct, ^rmr w fer ^ srm ^fl i 



^ïFy^ <X*\ W<1# HTTPS, S0CKS4, or S0CKS5 2ff%T (M^5 ^£<T 

<ïNT i 4^ ^Tt^ Oï*t ^T^Hft 2ff%T ^TT^ ^lPl<M Wfïï^ http://hidemyass.com/proxy-list/ 



Proxy country 

O All countries 





Indonesia (1S&) 


a 


Brazil (180) 




Russian Federation (76) 




United States (63) 




Egypt;{51) 





Sort by count I Sort by nam e 



Port(s) 

All ports 



TIP: Enter specific pcrts in che 
abwe box. Separate more than 
orte port by a oommaí&OSO. SO. 
443 ...). A maximum of 20 ports 
allowed. 



Sort t 



by Datetested DESC per page5Q Q 



Protocol 

O HTTP 

IDhttps 

uHsocks4/5 



Anonymity level 

rV]None 
Mlvw 
0Medium 
EZlHigh 
[ZlHigh +KA 

PlanetLab 

mclude 



Speed 

Hsfow 

EZlMedium 

B.Fasi 

Connection time 

[^Slow 
EZlMedium 



Pause Lrve Refi esh 



Update Results 



Custom search #227676 

Country: China 
Port: all 

Frotocol: HTTPS and socks4/5 

Anonymity level: None : Low : Medium : High and High +KA 
PlanetLab/CoDeeN: YES 
Speed: Slow : Medium and Fast 
Connection time: Slow : Medium and Fast 
Sorted by: Date tested descending 



Last update 



IP address 



Port Country 



Speed 



Connection time 



Type Anonymity 



23 secs 



222.42.45.51 



3128 



I China 



HTTPS High +KA 



5m 23s 



125.93.180.234 



SOSl 



I China 



HTTPS High +KA 



6m 23s 



5S. 67. 147. 203 



SOSO 



I China 



HTTPS High +KA 



lOm 24s 



222.74.212.66 



SOS 



I China 



HTTPS High +KA 



^^í^ china 4<T stfêpeTFIÍ ^TTC^ i CPf?TÍ "fá m 

4\<S Update Results fl^ ^WT $ CW^ £tfêr©7Flt (FNt i ^Pí 4T^ 7 

c*i# « si^m cprat wí^, víi^ vs^u stfêr ^r^t i 

c^h stfêr ^téfta c^h f^r^r wnt ^n^ f^rt c^ wí^ wn% http://proxy- 

test.zzl.org/ fêfsfS i 



fÍW <fj<l$J<f "<R<T Wf <! T*TT<T ftíTt^ «Tfo «Tt ^ST, ^l^T Wf^ 2t1%f <IJ<I$J<I 
%5 £ff%f ?fl#sT CWf ^ttg 

i i Vidalia *BTFM «ffi W^T i Í3|^<llt<l frsT ^<FFT \5t<M ^WT UtFM 

WKTt ^ ^Tf Vidalia <K&M «Ft i 

i Settings Picsis i 

O i Network W^TTO W^T i 

8 i "^t^Tïï 1 use a proxy to access the Internet' C^<F "<rat 4 fë<p TF5» f^PT i 

£ i Address 4ïT *ftt*l<T ^<I^r 2t1%t ^l<TÍ hostname (^TSR 4T3FT) TjT^ "<^T i 
Port W ^lt*f W^T i 

i 7 rt<JTïï c T ; c username 4^° password CWTïï tïWT^ "^<T ^TÏ i K<t<M<t "^T (7t ^c^í% fÊR i 

Hi ^ct<T*t<T 2tf%t 4<T Type (£f<Ft<r) MíH W^T i CWS HTTP/HTTPS, SOCKS4, or 
SOCKS5. ^ W 2ff%t ^TFfeíT ^T^T<T C^ST 4 CWÍ l ^tt ^*K<T<T ^ttt^ Wtïï^ 1 

VI OK ^<Tto f|^ W^T l 

^ma 2t1%r 4 <r "5tí<tíot fcr ^mt?r ^mr w^tj sf^» ^?r c^tM i 



: | [_] free-lencers.-peru * View forum - ... x | [ j Free Proxy Líst - Public Proxy Ser... x j + | 



["] Archive | The Tor Elog 

^ ♦ | A §j ® | ! i hidemy^ss-cora/proxy-iist/ £Ï r I^TTíT^ 

| 3 minutes 178.76.129.69 8080 



178.76.129.69 
95.163.71.69 



Cerman-. 

Russian Federation 



.Tjajor intemet protoca: 
HTTP Low 



HTTPS High +KA 



1 10.136.187.99 8080 ™ Indonesia 



V(^). ÍTt^í^T^^ 



II 



HTTPS High #KA 



217.156.48.24 



8080 I J Romania 



HTTPS High +KA 



190.85.37.90 



HTTPS High +KA 



3128 X índia 



HTTPS High +KA 



^ (*). smu: 




i. ^nwQ^i t%$st <w5T?r £tf%r ^ ^rr ^tíi 4^rr c^w ^ííw^í ^ wra 

<M0© *ftt?f i ffa t%^T ?Hf»l?JÍ 4?T S|f^©M ^T^H <Ht<M i v\U$ ^n%?n?f?f ^TT W (M^5 

«rare ^t^t m c*n$ .m «rm ^tt ^ 4tT> ?#mt?r «mí^ 4^fi> ?rr#?r i ^ 
w *rrc?r 1 ^ >iv8<^iw £tf%r 9mi w^r i 

vs. http://whatismyipaddress.com/proxy-check ^ ^I^CL?^ ^«UCSJ 5jf%r?T C<Fl»T ^fsPïïl 
^5 f<THT, C<FM W T%*F W t^TT WHT ^TTTT i *S<J[ £ff%f i£f?f T%c?f TTO <£? C^l^Sf ^ïft^ 

8. ^wr stf%r ^jím ^?r 4?r *rttar wtfrt Forward ^?rw ^rí i ^fê; 2tf%r c^ wt?r *r?r 
fcr^tT%?r cto t%» ^ ^cT fê<wtei ^tw t% ^rt w 



^8 



Preference i 

fr?r ^srn^ «^jtf í%f c^j "^rr ^ ^^ïm i 

<F) SNCT 47^r TOr aboutxonfig iSl^t 4%t<T i 
*t) I will be careful, I promise <ili>(,«i íip<p <p«m i 



[""] Are you using Tor? 



[""] aboutconttg 



Stefpage P | I it □ D' 



0^ ( 



This míght void your warranty! 



Changing these advanced settings can be harmful to the stability, security, and performance of this 
application. You should only continue if you are sure of what you are doing. 

F71 Sko T .v thiE T .varníng next time 



| íll be careful r I promísel j 



- •'O^L ] l>,l I> l )1 I 



%M TO* ÍTF^m ^ïï, \sn?r^ C^]J 4 <T W C^jJ 

C^H ^W^t (Fr^TRFT yes 

^TTÍ ^ÍC^ Í^R^ Preference T^*t W^f ^ ^ W^J *ÍÍW^T 









geo.enabled 


false 


Geolocation disable <Ml 


network.websocket.enabled 


false 


DNS leakage <Ml 


geo.wifi.uri 


localhost 


Geolocation disable <Ml 




j Are you us'mg Tor? : I [_] aboufcconfíg x I + 



^ §J <■> ' | [!!] aboufaoonfig 


í>-e|| 








Filterr net~vor k.'.veb s o c k et. enab i e d ^ . ií]^ f*F~íjtír Tjl^f <F(.í1 íl "^l^ <Píí-H 






X 



Preference Hame M Status TyP e Value K 

network.web&ocket.enabled user set boolemi false 



aflí 1%. ír. íw. 'spi - ' 

:; ■ - ' n iTi m n nn n 



*.8. fcr *Mfol 



Wfí private session «H$Ji1 W <Fs^ i £?T 3lvS>.lM St1^C®& ^3?fl?T *f^#S 

Ctrl+Shift+P 



Start Prívate Browsíng 



Would you Hfce to start Pïivate Browsíng? 

TorBrowser wíll save your current tabs £or T ,vhen you are done wíth your Frivate Bro^vsíng sessíon, 
_j Do not sho T .v thls message agaín 



Start Private Browsing 



Cancel 



] Prívate Bro T .vs ing, 



§J <B> | [ j Go to a Websïts 



Prívate Browsing 

TorBrowser won't remember any hístor> r for thís sessíon. 



In a Private Browsing session, TorBrowser won't keep any brcwser histcry, searc:: kistcry, 
download history, wéb form history, ccokies. cr ce:ïrjcrary i:::er::e: f:3es. Hc--.-e-.-er, file; 
you dowr.Ic ói'.d bcckmarks you make ivill be kept. 

To stop Private Browsing, select TorBrowser Stop Private Browsing. or close TorBrowser. 

0' While this computer won't have a record of your browsing history, your internet service 
provider or employer can still track the pages you visit. 
Learn More 



- n, g- i i i t i i f i Ut i i u i í i li 



<m (Tpmt^ ^fbfíwS Accept W(<T ^TO ^ C^m^ Wïï Accept i 



[""] Are you us íng Tor? 



-: j [""] PrQgrammtng Begínners * View to— ■: j [""] Untrusted Conneotion 



* + 



•79.172.193.108/index.p £ÍTj http s:v7www. ansar 1 .inf o ^ 5fl$.ft ^U^T 



(^Rg https://79.172.193.108 T%ï%fr CFN^ 2ÍWI<Ï Untrusted ^TC<T i 



This Connection is Untrusted 

"ïotj. have asked T3rEro T ^ïer to coimect securely to 79 .172.19 3.10 8, but T .ve cati't cotifir-m that youur 
cotitiectíoti is secure, 

Normally,. whean you. try to cotiiiect securely:, sstes T .vill presetit tn.i:t£d : cls <.it: r: c at: o in to p rove that you 
are go áne. to the ríght pla.ce. Ho T .vever, thís síte's íd.emtíty c-ati't be verífiescL 

What Should I Do? 

]f you Tj.ETj.ally cotitiect to thís site wíthout problems. thís error could mean that someotie ís tryitig to 
áirjpersotxate the síte r atid you shouldti't cotitítiue. 



f Getme outof here! | 
Technícal Details 
I Understand t Vi& Riskis 



^s^T I Understand the Risks 4 HN> <p*w> i 



^ïT^ Add Exceptions HN> <p*w> ^ i 



I Understand the Rísks 

ïf you understand what's go ing on, you can tell Tor_ro T .vrier to Etart trusting this & ite ' : identification. 
Even íf you tru&t the site, this error could mean that someone is tampering with your 
COTlfl ectian. 

Don't add an exteptíon unle&s you kno T .v there's a good reason why this site doe&n't u&e trusted 
identífícatíon, 

[ Add ELxception_ ] 



4?T*t?r Permanently store this exception ^RT *ÏW fN> ^íí¥ f^tfo ^ i 



Add Security Exceptíoti 



I 



You are about to override ho T v TorBroTVG er identifíeï thi: site. 
Legitimate banks, stores, and other public sítes will uot ask 
jou to do this. 



o£t Csrt::.::ate 



Location: http s ://79 .172 .193.10 S/ índex.php 
Certíficate Status 

This síte attempts to identífy itself T .vith invalid ínformation. 
Wrong Site 

Certificate belongs to a different site, T .vhich could índícate an ídentity theft 



Vis^v... 



8. ft^ïf íiït^NrfWÍ^ 
% £]? fl*^ ^ yiïtf 



>SwK$ -tferfíT CWÍW ajWH 



[7] Pemianently store this excepti on ^ ^^__.^_______ 



Confirm Security Exception 



Cancel 



^.8.\!>. (Save) W%T 

Tor 4<T C<FK ^Í#T ^t^ras ^TO ^GTItf^ f*R<T I C^H 

fë>^<l C^ÍW open <?<ic<ii ^TÍ ^\ v5t save i 



Load external content? 



An extemal applícatíon ís needed to handle: 

http ://£s0 9n3 .sendspace P com/dl/3247ede473df 9 3 7c3 34f 72c3dlSfd2 a2/5 00Í92 6f2 7-cdO 6 7a/tucgo 7 
/sheet_sample.rar 

NOTEi External applícatíons are NOT Tor safe by default and can unmask youl 

if thís fíle ís untrusted r you should either save ít to víe T ,v whlle offlíne or ín a VM, 
or consíder usíng a transparent Tor proxy iífce Taíls LiveCD or torsocks. 

_] Ahvays launch applícations from now on 



Launch appiicatíon 



Cancei 



iíRT Wïï Launch appilication 4 t]N> W^T i ^ïT^íïT WTO ^hw Open T]N> «Tt ^ET Save 

c^H c^h "^fi^t ^ t%s^rr <ír- c^m wi^t ^rr^ ^rr ^?r?t ^ $£t<rwi3 c^w 
\sfê^5 "<kït c*r?r i fcr wrsrraw ^ ^tí'TO &é i 

^.8.8. <p tTW5=T 

$uëp$ wNrm %5t^t wtt.fë. ^mt^ wt?r ^tí w«r<rr ^t c<fft ^rfétS' c^m wnw wi^ft 

4"C^T <TJ<]$J<r W^T i 4<ï W^TÍ %5<T ^T% Wí Vidalia Control Panel 4<ï Use a New 
Identity <ilí>c«i Ísp<p <p<m i 





"] Are you usíng TorT x ^^^^ 












<|> | 1 £j* [ ] torprojectorg http s://check.torprojectorg ••'"JÊa. 


;=en-US&s.m aí3=l&upto date= 1 


C| @í|W'protocol 


* * 










8. í?#5Íj 'Qcapt 




f!l Bookmarb 



Congratulations. Your browser is configured to use Tor. 

Tjïï^f^rtïï:^ f^R^^^" 
^?%wtcïï ^rffiïnïï ia J %& cïttcsïï ^rt^.R 

Please refer to the Tor website for further tnformation about using Tor safely. You are now free to browse the Internet anonymously. 



Your IP address appears to be: &Q. 237, 226, 73 



(?. ^rfcstïï ^rt^.t^f. ^ttcm' ïïia^rfwïï&r 
t^octí^n o^fc^ïïi^cMc^i 



i Vidalia Cotitrol Panel 



I ^ B s 7 



ÍWfí%T ^ftfR 



W\ Connected to the Tor network! 



Vidalia Shortcuts 



® 
9 



Stop Tor Setup Relaying 

«. MC^« 
theNetA'ork ' Use a New Identity 



B, Bandwidth Graph § Help ^ About 

|j|J Message Log Settings Exit 

121 Show this window on startup Hide 



Er.Tl.--h E;:;E^r, _i .raril- :_::r.: fi = .".: = :: Z-iL-^r.- Bfclo (Nihonso) '■; : ...r. ::í:.í:'.í:.:.: -c :1_*j.- ; : .-..;:.i: i: E = -j_1 i 




laíffR TW 
íhI^^ *fTSTrfïïTCÏÏI 



<iH .3 II ff> I S 



wl^í 4T3=FT ^Í^<|nsH ^C?TC^ f^Tf *lffaT Wfïï ^HT www.whatismyip.com fëfêrê 

i w«fK wttí*f wtc?t <*re* «tt® if c«rc^ wwiïï witf^í ^t^t 

^Tf^FTÍÏÏ % ïïïïi (?#í WlWf ^ÏÏC*T*T (OTT) Tor Relay Server 4<T i 
^.8.<t. *3C?R*T%Ï>3 https ^fa ^mt^ 

(^FtïïJïT ^T^ ^Í-^T WTÏÏ W^T Wrí SSL / https ÏÏJÏÏ^Íïï ïï*?FT i (WS 
http://www.ansarl.info/ <í 1tïïïï^c https://www.ansarl.info/ 

ïïW http ÏÏTÏÏ^ïï ÏÏ^T "5TjïïT^n?TÏÏ C<FR ^TT#ïï C^W fl^T WWïï ^T^T Wl^fê, «IPPQUrê' 
ffMlS *tt<TC<T I Í%1 https 4 (7T&T ^RTT^ ÏÏ^T i 



^.8.^. ^qot (íiT^r w ^fí ^ iftá&i <wr ^ 



CWTS https://www.ansarl.info/ 4<T *lQ<lte https://79.172.193.108 <lj<l$J<l W^T i 
^t?*t ¥fêl?T C<F^ fê<£R<£R ^rtëtïT C^W *TÍ<TC<T Wt*lí% C<FFT C^H C^t t%fêfl> 

i t%i ^rrtïï wttí*t <tmi<t ^?r?t t%<£r<£r ?rí%t?r ^mt^ ^rr i 



t%58 

i>. fcr ^"OTH ^<H 1? Wt^.t^í C5<F W^T i te?T t%W <£RS taï <ífe ^TÍ C<T C<m '^lvBéfN 

twi 

^Slttll«rM ^ ^TT ^<T, ^T<fT<H ^fêfe 4íT ^T?T (CW *tfiwï *ÍW|?T ^T) fcr ^mtïT 

<MC<H "=Tt l ^tra « ^TÍW ^T^^TTjm t%^Tt ^TÍW (7FFT Wltt^T frsT ^fWl^ \b|vSHt«irv5 
t<TT%íT ^Tl^m C«IT^ wmt?T Wf^TW / "vb1vBHC«1lNb "^T I 



Vidalia ^SffïT (ÍS?T <imt?T ^*rc*rf^t "5TT%TT "^ptTM w) 4^ ^ 

^ fer^; fcr c^Trn?f?r T%©?r fer gfe ^?if| 1 í%i wtsttwït $£i<ichï3 ^w:?lt?n?r, 1<tt%st 
^t^rasm (wt^f^^^r, te^ 'vbivBHwivbN), fëí%íT C5rswt?r (%n^, ^^^^^r), ^ttft, 

f^sfe, Wï^fóTfa Ms|&HC«1lv!s (4p&\s|í><1l>] ^C^tW Wï*fa5$) f<K<Tr ^HJMJ 

^r^^Trji?r <^#r \%\n(s\\> <i<n\<\ crsft T%i ^?rN?r $£i<ichï3 <tmt?r fcr 
c^^ttt<f "^sí^ i 

^t5r?rr #r wtstíwït ^itmt ?^vGTrji?rc<F te?r ^\*m $£i<ichï3 ^r^n tw ¥it, ^t^r 

Proxifier v3.0 ^TlW ?T*FfrGTITf?r <iml<l <P?T^s ^ I 4^T <©*M 4 ^Tltf feT ^t^TM^ 
~<MUë *II<IC<H i download Proxifier v3.0 t%«í ^Tt^ t%«T «IM<fr f%<F C<R "^TT i ^^ÍWÍ^Q 
%SïT Proxifier v3.0 ^r^^QTUf?!^ ^Q 4?T ^*I?T 4^ Í%T%G 1^5TÍ?r?M ^Tf^l 

http:/ / speedy.sh/ ajbSR/Pr-fi.rar 



Tor Vidalia Stable version <iml<l <F?Ttfc ^C<T (4^ WfóïTÍ ^rfatïm <IJ<I^I<I ^) i 
<F) 2WT5T ^ ^ïptït Proxifier ^T^T W^T i (^ ^t C«R<F t^T «TT^T WflT (TT^) 

*T) Tj?T C^^TTTW ^TC^ <F&^ i (T?ïT ^r^^QTTTTïï "51^ W^T) 4^° 

«t) proxifier «ffi W^T i C3#í Hfi5ÍW*FT m\<M (SpttftïT %S TOT ÍW) ^Tf^R 
^TT<Ftt<T "Ft«T; "5?T I 

(Tf&f^s WT^T H^ï \sf?r ^0T^M "Fl^ W^T i Profile - Proxy Server 4 Hf<F W^T i 




=H=Connections iliJLTraffic I * Statistics 



[05 2307:33:23] 

[05.23 07:33:23] Y'/elcome to Proxifier vlO 
í:5.23 :7:33:23" 



Proxïfïer 



File Profile Log View Help 



=M=Cor 



[05.23 
[0523 
[05.23 



Proxy Servers 



/ Port 



Type 



You can chain several proxy servers together: | Proxy Chains. . 



Proxy Sen/er 



Server 

Address: I 



Protocol 

SOCKS Version 5 
■ SOCKS Version 4 

twm 



Authentication 
□ Enable 

Username: ï~ 
Password: 



9 h*MI 



Options 

No options fbr SOCKS5 are available, 



v!)v!) 



Add ^to *BTT7M Wt^ i Address: %*TW 127.0.0.1 ^ Port 4 9050 

Protocol Socks Version 5 faoi^ W^T i ^ctïT^ Check HN> ^tsT (M^ 

^cí ^ÍW f% ^TÏ i ^©tïPlïT OK ^te íl^ W^T i 

^©T<Pt<T OK íl^ W^T i 

4<T*I<T Proxifier ^W^t ^S? <Pïï^ 1%^ *t#¥ï WlïT W*U Check ^TTT ^ W^T i 



Froxy Server 

Addtess: 127.0.0.1:9050 

Pr-DtDCol: SOCE5 5 

Authentication: HO 



Test Settings,,, 



Proxy is ready to work 
with Proxifier! 



[44:29] IP Addreaa: 127.0.0.1 

[44:29] Ccnnecticn eatabliahed 

[44:291 Teat paaaed. 

[44:29] Starting: Teat 2: Connection thr-ough the Pr-oxy Serveif 

[44:29] Authentication waa aucceaaful. 

[44:30] Ccnnecticn tc www. gccgle . ccm: 30 eatabliahed thrcugh the prcxy aerver. 

[44:31] A default web page waa aucceaafuly lcaded. 

[44:31] Teat paaaed. 

[44:31] Starting: Teat 3: Proxy Ser-ver- latency 

[44:31] Latency < ma 

[44:311 Teat paaaed. 

[44:31] Teating Finiahed. 



StartTesting 



Copy To Clipboard 



Help 



OK 



é&Pfá (^T Profile - Proxification Rules 4 ÍÍFF W^T i Add ^?T íl^ W^T 



-S8 



jj§f Proxifïcation Rules 



Rule Name 



H Localhost 



Default 



Applications 



Any 



TargetHosts 



localhost; 127.0.0. 1; 
%ComputerName % 



Target Ports Action 



Any 



Any 



Add., 



Clone 



Edit. , . 



Remove 



Rules are processed from top to bottom. Use the arrows at the right to change the order. 
Use check boxes to enable/disable a rule. 



OK 



ProKÍfication Rule 



Name: Jffl 
Applications 



1 Enabled 



Anv 

Example: iexplore.exe; r sonne app.exe r ; fire^.exe; K .bin 
Target hosts 



Browse... 



Any 



Example: 127.0.0.1; ".example.com; 192.163.1."; 10.1.0.0-10.5.255.255 
Target ports 



|Any 

Example: 80; 3000-9000; 312S 



Action: 



OK 



Cancel 



líRPfó' Proxification Rules 4ïT OK tlN 5 W^T i 



Proxv SOCKS5 
127.0.0.1 



Cancel 



Name %^ 
Internet Explorer f%^«T I 
Applications ^ Browse 
^1l>c«1 Hh> <k*I C:\Program 
Files\lnternet Explorer 

<p*M i Hlci> Actions 
Rc*1W Proxy Socks5 
127.0.0.1 f*TCë# W^T I OK 



tpft tar t%^t (^mtw^r) fcr 4<r ^<rta ^w:»^ 

www.whatismyip.com fëfêrê <f<jg«1 Cï , <Í^T, ^ C^fef^ 4^ Wl^f*f (FKft^ i 

^nwfc 4w:?lt?rK?r ^ tar t%©?r t%?r ^sr i 4^n?r (3 (?m wt^r» ^í^wl?r, 
cwr^ ^©#rs crf> "<t^<t i 



i ílífïT^-íjlíJWÍJ il^R^BHFtsTRireis - Windows Intemet Expiorer 
Ipi 



http:/7w^v,whatismyip.c 11 .V "Stï5«tH1 foc^tf^Fm - :p 



Wisdom 



Go T y[tg Nevvs [65] 



&*f^t% |ggUc\wh_ i^W.. x '' I _ - _ - _ # - *|étT ^Wt 



(I Ijhatlál^sMylP.com 11 

^MMPK whatismyip.com 



IWESTWING 



nEPBbni 
hhtephet-kjïve 
kjiacca jhokc 
#_#omab 

POCCHH 




Forum Speed Test 



B? Tools B? FAQ _ Commaiids 



Hide My B? Mos t Populai 



What Is My JP - WhatlsMylP .co_ 

Your IP Address 
Is: 91.102.157.52 

No Proxy Detected 



| untu Linux Surveillance www .biuE_rrvdyr « 

alog and Network camera support Cross 
tform client, Web 2.0 



Pking fpr Ip Add? =sa:::-.s:- 

d Ip Add on Facebook. Sign Up Free Now! 





x j ["] free-leticer:-pem ■ View :omtr. Wtiat i: My ÏP - Sho T .vs "íou 

#■ _> ® ' <" J 3 .?. ■ ■■"•"- LltL ; -r-y- • :: ° ir - 5. "íi ^rtc - § «aí íS<M«ii f%r*f «a #1? ftm*t h - 



(I lihaMsMyiiatisMyiP.com 



^hriHK whatismyip. 



T^^^fcï ^TTC - g|t% tS^ ^TtC^ 

Domed, High Resolutio j 



vidsiia Cor.tr ol Panel 



. ^ ! _J 



Co--e::eí ;:• ;-e -o- -e;v ;:■--:' 



Vidalia Shortajts 



® 



Stop Tor Setup _ayi*j : 



View the Network 



Use a New Identity 



_, Bandwidth Graph Help About 

[fl | Message Log Settings £21 Exit 

[7] Show this window on startup | Hide 



Forum Speed Test IP Tools 



What Is My IP - WhatlsMylP.com 

Your IP Address 
Is: 91.102.157.52 

No Proxy Detected 
Whats My IP Address? 

Our visitors need to know their IP address for many 
reasons including gaming, tech support, remote 
desktop connection, proxy detection, anonymity, to 
see if their address has changed, or if they're 
running thier own email server. if you need to run 
your own email ser.er cr vvel; ser.er. ii vvculd l;e 



IS _J 



Recent Fc; .s- : 
Internet Censors 
Hi all, I hope !' : 
too, too much q 
hereJ l'm in Va : 
Canada and son 
ago I developed 
interest in "Jord. 
militia"... 
Not recognizing 



I was unsure wt 
or not this wa 
correct part of 
forum? But l'll 
explain as best 
can, please exci 
lack of, .. 
Fcrt Fcrwarding 



. 'I ~: ji'iiter- Strike 
Hello everyone. 



| ^SCRJPT^: 13 | *OEJECT>: 



SPiï^ RWM $£f<1HÍ3 ^^ffmti^ ^TTÍTTTïï Vidalia Control Panel ^ Bandwidth 
Graph CFT^T, Oï^^f ^T^Q feïï t%c? fe[ \5lt5t ^ïm. i 



é 



Connected to the Tor network! 



Vidalia Shortcuts 



IStopTor 



Setup Relaying 



I View the Network 



JL 



Use a New Identity 



B, Bandwidth Graph 


'é Help 


^jjjf About 


| = | Message Log 


Settings 


yExit 



j | Show this window on startup 



Tor Bandwidth Usage 



Recv: 12.62 MB (26.74 KB/ï 
36.08 KB/s Sent: 3.87 MB (3.43 KB/s) 



27.06 KB/s 



18.04 KB/s 



9.02 KB/s 



Ishow Settings| 



Since: May22 22:46:59 




w (^«T 5 ^ TCP streams (transmission control protocol) ^ «MJ "^tW <PW 
^oí ^fltfTHH ^mfïï ^ltCT ^FI (£|%^fH SOCKS support W i 4 

^tíitft <?r ^ csrw tcp/ip sítSi^r «mto w ^t, c*r©1% ^ 4<r f^©?r mrM 

^TÍ i CWS ping fas^t tracert 4^ CSfísftsT TCP/IP <TO?] W i ^ 4«M fcl fer 

rnn?rt ^ ^rt i 



^sïts Sït ^mra wíït ^ra í%# ^fe^ w ^rrêtïr ^íí^Wïï <pH^ït 4<r witf*t 
<ïï*fcs itc?r i t%i (7r wíttt ^tí fcr <ij<i^n ^ïï ^rt*rf% t% <f?tc^t i <tt ®% oï*fc© itc?r 4^ 
i.p. OsrmtïT wití*f) fcr <ij<i^i<i \ <}fr%r c<fh wirr^trr^ fcr ^<r *t?i, ^ 
fcr <íj<i^i<i wt?r c<fh wut c^i 

^ C^vSTm^ -^STTtïT *t?I ^Stl ?Tt#fT C«ít<F ^lJ 2t<TR 1% flï*It ^Ttt<T? 

^3<T8 frfT ^mTfT WlïT ^TfT t%# ^feïT W ^ft?T ^tt#f# WÍ*WfT ^«tl Oï^ ^TtCfT W 

\©t c<fft ^H^m c«rc<F *rfcrt ^t oï^ *ít?t ^rt i ^ <# ^rHt^T https <u<t^t<t 

W (7T T%©W ^lre Oï^ttf© *TO ^TÍ i ^ Oï^ ^ttl^T C<T8 www.ansarl.info C^s C<^ 

^^sr fëfêtk <f?r^ i ^íK https ^mTfi ^fït^t ^ftn ^rt#f# ^ wrsmTffT 1^1 cw^ *itc<t 

Í%1 W-Sfafó^ ^Cftft W (71 Oï*f^ *TK<T ^Tt I ^ ^I^S ^rí*rft t%t^f TO^Ï (71 SrMte 

*n<rc<T ^it ^rt^rft c<f í%<rr wwíït wt^t ^t^i í%? 

sms ^ Itsf í% ^ ^fe *ítt?r c<t ^rr^R fr<T ^mrïï m^? 

^sïts ^rT<rTfT c r^ ^ wr«<F *rj<FT3T ïtmt^ *tt?Tc<T, w^p^ wrc^ wr*FTt?r ^rof^© 
"^c?t "<rt<rr? i ^tt^ftTït isp <# ^ ^ti<f ^?t ^ #r w fcr ftw 4<r wt^t c<r?r ^<fït^ 
*iusr w w ^rhfi c<t 15<t <tj<t^l<t <^<tc^H ^ct ^©t<Tt ^t^ *rfó?r i í%i íjït <tj<t^l<t "<^ c^ct 

vsjt^ ^S^T (^H ^ttc&^S CW ^trC^T I WíïT C<FÍ^T Wt^^^ffH ^^fT 4^jïT 111^ 



2t?Í8 ^ ftffSRT ^*Ï?T t% ^l&fêrt fí^f 



^q?T8 i 4$T ^stíw i ffëf C^W ffëf ^IWH «tH^J "^T I PW «FfFT, ^ïtft ffëf ?TH 

i (£|^ WTsTTïï t%©?T feï « WtH CT7T, ^SlR^lW^. ^TïTt (3Í ^tïWÍH ItW I 
^KTïï "SRTT W^, iíTSR 4'<F§f ï T ffëf WÍT^ ^ ^ C^t, ^T C 3 ^ #teT T%\a?I 

fer *rtw, *j<r ^tfc <mch<mh i ^ ^rw wíw<f fter ^#rc?r cfpto 

^<T C^ï^m ^TM <M WtH IttB^rTi 

^ C^T C*$m C<m ^T^t Oïft? <qf%li* (sÏÏS ^T ^ <?TTW? 

^SïTS 4f%P> (FTfíS l 

STSfg ^ <?TT^T 1% #l<f (?T^QTITÍ<M C<F^ f$U5 *fft?T? 

^S?T8 ^TÍ, W ^st ^>t^<1 ^TT i 4ÍST ^fa© *tt?lí ^ <rffc\ i WÍ* i Wïï Wl^^^ 4Í5T ^<]^c 
ItESTI "<# ^ÍTTT Wtt^l^^M Wtl^ "5W ^ <U<lí>M ^tí m ^T i>?r |m "<TT 

£(í%r<r wt ^r i 
srsís c*rr<m c^t%? 

^SïTg C5TÍ^T C^ -5TfT?T ^ WÏ^WfT T%5f?T ^fêfrlïT ^Ï?T ^rl^ ^ ^H.o.o.i» 

shsís stf^tnt^ í^.o.cí fÊter f% ^ro? 

^3?rg sêiw wmt?r Wr (í^.o.o.í) c<f 2tf%r ?rf#?r Rc>tc<i ^mr^ w wí?r c>#r 
is?r t£i?r ís)o(?o c^ ^twïï T%?r ^rt^ro ^r *rré>m i fcr 4?r t%c?r fer >t<m csttstm 
mfcrr^ri 



^ ^stíït fê<t^o©i ^íw w ^rt t%?<tt ?th ^ i "^d *ttra" %m c^h ^raFt 
^rt^im fcr gfet^ ^tw ^rts 

^Ai. Í*K»B>I ^53^8 ^tt^MtïT system clock fí> ^ «IC*JC!2>S Wt*#t 4ÍST f*fT%a 
^tt'^MtïT system ^tf^ ^TSRT fÊR- 1 ¥ c t t%^i ^sg^ "'jMïTm Tjïï restart t^R i Wt' p Mt?T 
system clock Internet time server ^"ïï ^Ttí^ synchronize (^"^ MC?l Wt^tt) 

<Mc^ "^c *Tft?Ti 



"^Ftrrt^QTO^r ^tí*MTC<F W (^TFTt firewall Stf^» i ^Tt*tH ^vjH^lW 

Í5<T (Tr^tt^t W^t C<H \st ^<j^M port 80 ^ port 443 <ïï<T3t?t Wi Vidalia 



control panel <4 ^fH Settings <4 click Wso 9 ^ Network <4 click 

Network GilM ^fM ^t?T*t?T My firewall only lets me connect to certain ports «TtW 
^tdt tick i 



, Settirtgs 



1_ 



General 



Sharing Services Appearance Advanced Help 



O I use a proxy to access the Internet 
F71 My firewall only lets nne connect to certain ports 
Firewall Settings 



- ::■ sc D z-- ;s: 30.443 



O My ISP blocks connections to the Tor netA'ork 



► Tor Browser ► 



■pe 

'lefolder 
'íe folder 
'ïe fólder 
'iefolder 
yplication 



Size 



33 KB 



I = I C°] | S3 | 



ected to the Tor netA'ork! 



Setup Relaying 



Use a New Identity 



i Local Disk {£:) 

* Removable Disk ( G:} 



|_= | Message Log 
fVl Show this windsw on startup 



& Help About 
Settings Exit 



8o 



"^c *ít£ïï ^ÍÍ^TO anti-virus program fcft^ <T<F T%^S ^ ^ W^T C<T ^ÍÍ^W 
anti-virus program l??r ^RWM ~<MUë <ÏÏ<ÏÏ fÊfT^ ^TÏ i 



í>AO. ^ (T^QTTÍT^ ^JTT ^ W f^T8 "<# Wt?TQ ^ ^ÍW ^TÏ <FC?T, ^Í^T 4^T W 
*Tfó?f C<T Wï^ffl Internet Service Provider (ISP) ^ ~$<F <FZ3 i Wf^ ^ 

ftW (Tor bridges) hidden relays <]J<l$J<t ^?I^c *ÏK?H ^ff ^USf ^ Wf ^ITTT ^fí i 



Í>A8. ^TíT C?TW ^ft ^fT ^T^TÍ<T8 ^ítCíT WK?t C^W C<FFf S?f ^5fí?f ^TC^ ^ 

Tj?í ^r«| ^fí 1 Tor bundle ^SPft Wf?f Wft?f task manager "QV^ "<F?Ff 1 task 
manager ^QW Wf?t W^TT WÍ <p t ï TÍ?T taskbar-4 ïfl^ t]N> C<Ffó?T task manager W'HT? TlN 5 
^?R 1 4*tK7T list of processes-4 Cï^ CQ Vidalia W*T<ft tbb-firefox 4*»3 ^TC^ f<RT 1 
"<# (TtOT C<T, 4*ft7fT3 ^TC^, ^dT^T (?# T%«# C<Ftt?f End process Hr 5 "<F?FT 1 

^TRfW?) ^ %E?T ^T^ CPNtfo *ftt?H 1 



Windows Task Manager 



L 





Toolbars > 






Cascadewindows 
Showwindows rtacked 
Show windows side by side 
Show the desktop 






^^TaskMana^^ 






V Lock the taskbar 






Properties 


EN * 1 1 






1 * 1 



File Qptions View Help 



Applications~| Processes jsërvices | Performance | Networking | Users | 



Irnage Narne 


User Narme 


CPU 


Mermory (. . . 


Description 




Systern 


SYSTEM 


00 


34 K 


NTKernel... 




Systerm Idle P... 


SYSTEM 


99 


24 K 


Percenizi. . . 




taskhost.exe 


Student 


00 


1,716 K 


Host Proc... 






Student 


00 


3 r 696 K 


Windows ... 




tbb -firefox . ex 


l Student 


00 


153 r Q44K 


TorBrowser 




^tor.exe x 32^ 


Student 


00 


17,323 K 


tor.exe 




TrayManager.... 


Student 


00 


2 r 704K 


TrayMana... 




TrueCrypt.ex. . . 


Student 


00 


9 r 063 K 


TrueCrypt 




UNS.exe *32 


SYSTEM 


00 


1,256 K 


User Notif . . . 






Student 


00 


1,364 K 


Ask Updater 




vidalia.exe K 3Z 


^Student 


00 


13 r 133 K 


Vidalia 




■751 Ip !Li u l . exPTT 


Student 


00 


1,408 K 


CarmeraM. . . 




wininit.exe 


SYSTEM 


00 


404 K 


VVindows ... 




winlogon.exe 


SYSTEM 


00 


l r 996 K 


VVindows ... 




WINWORD.E... 


Student 


00 


53 r 672K 


Microsoft . . . 





F71 Show processes frorm all users 



End Process 



Processes: 84 



CPU Usage:l% 



Physical Memory: 45% 



8i> 



4?H?T Tor/Vidalia bundle ^tT<Tf?T W^T Wf?T Vidalia ^TM-^rf^rft ^5fí?T ^<T, 
^TW ^^FfW^ ^cf ^?TFc (7T W^Ii 



vs.i.i. C<FH 4<J# ^TM ^^Ffêrt^QTlM' <tml<1 W^T i CW§ Zone Alarm T%^Tf Comodo 

O.iA. ^TÍW ^mf^ ^TO ^tewí 4W3fT?Tf?r ^mt?f W^T i 4^T uninstall 

i «PFif « ^&m <\l<\$}<\ W^T i 

0.i.vs. fët%íT «?F^f Eraser fa«3t 4 WÍ#?T ^pfrsTTf^ ^ltqjCT safe delete <FïH i 

PDF "<Fl%t *Tv5t?T W^TÍ Adobe Reader <1J<t^l<t <><\W ^Tf Foxit Reader t%S3t 4 WÍ#?T 
^F&vQTTíTfT ^mí?T W^T i 

Internet Explorer #T "<F?R i ^ t%ï*fTï *T?T i 4?T *lfá<ic\s Firefox, Mozilla ^5fltïï 
^SftfT <tmt?t W^T i 



SfsfW Keys Manager H 5 ^ <P*M i 



Ekhlaas Network 
jMejAHEDEEH SECRJÊTS 




Anti-Svmmetric Keys 



Encrvpt File 



Decrvpt File 



lïype 


UserlD J 


Key ID Length Creation 







Sign / Verifv 1 1 w« Remote User [Public Kev) Kev ID 

d U> I 



Ci.c k Here } , 
inager^j \^ ^ -1 ^ | 



r 



JÊ- Clear Key 



Kevs Manager 



Local User [Private Kev) 



Kev ID 



r 



Clear Key 



File Shredder 



J 



Svmmetric Cipher Algorithm 



Stealthv Cipher 

p" Activate Stealthy Cipher 



l ^Freferences J Select File to Encrvpt | Select File to Decrvpt | File Encoding and Deco.jjj. 
About ^J 



Path: 



& SelecL 



EKÍt 



|~" Shred Out Original File. 



|~~ Sign Encrypted File. 



faumn 2\\\uvif "#t fccfk Wïï Generate Keys ^TT ÍÍR> W^T 



8-S 



Ekhlaas Network 



Anti-Svmmetric Kevs 



Keys Manager 



En 
De< 
Sig 
Mí 



Keyj 
File 



Pre 



Fingerprint: i 





Type 


UserlD 


Key ID 


Length 


Creation 


►1 











- Key Management - 



ExportPnváte Key... 


Irnport 


Cilck Her 


e ■ Remove Key 


Etíport Public Key. 


Generate Kevs^l\ 


Uhange Fassphrase.. 



f Help 



Close 



Number of Keys: No keys 



ar Key 



ar Key 



parn: 



CO..I 

9 



Exit 



| Shred Out Original File. 



I - Sign Encrypted File. 



Ekhlaas Network 
MOJAHEDEtH SECRETS 




Sig 
Mf 
Keyí 
File 



Pre 



■Key Mana< 

Exporl: 



Export 



Key Pair Username: || 

KeyLength: |2048 Creation Date: f 

Passphrase: ] 

Confirm Passphrase: f 

(7 Hide typing 

Clear All 



X Close 



Status: 



? Help 



JC Close 



Number of Keys: No keys 

^ rarn — 



ar Key 



ar Key 



stt.. "7 



EKÍt 



|~ Shred Out Original File. 



I Sign Encrypted File. 



88 



^ïT^ Generate Now ÍW^ <FïH i ^ft ftcfï ^?! C^ftëT Close Í|R> "^ïï (^ïT ^?! 



Keys Generator 



Key Pair Username: ]test-one 

Key Length: |2048 Creation Date: f 





XKXXXXXK 



Passphrase 
Confirm Passphrase: j XKXXXXX: Í 



ClearAII 




J( Close 



Status: 



Ekhlaas Network 
HGJAHEDEEH SECRETS 






L. 


Encrypt File 




Decrypt File 


L. 


Sign / Verifv J 




Messaging 




Keys Manager 


L 


File Shredder ^Jl 


Preferences 




About ^ 


L 


_E*it > 



An ti-Symmej ^pT-^g >W y "tiïlííriï? ^pjf sggj 



► 




Remote User [Public Key) Key ID 



j& Clear Key 



Local User (Private Key) 



Key ID 



Clear Key 



Synimetric Cipher Algorithm 



Stealthv Cipher 

Activate Stealthy Cipher 



Select File to Encrvpt Select File to Decrvpt | File Encoding and Deco. < 1 * 



Path: |~ 



& SelecL 



F Shred Out Original File. 



1~~ Sign Encrypted File. 



8<t 



Name 

Asrar.chm 
__] asrar.ini 
1~ Asrar_2.exe 
_j Asra r_2 . exe. : i g 
A AsrarKeys.db 

E_ cover.jpg 

_ Priv_te9F12B0F4._kf 
_ PublicF2FB458_r.akf 



_"■ 

— 9 



Size 



4^ <?r (^m^ « ^wft-Trïï?r wr^ c^ (^pm^ ^rr^im ^r#r^ sn^csÊ ^t fcsft 

~ IT^ i WÏ'WT ^INPl^ #t rename i (CWT S abdullah.akf) ^TÍ <! Wïï / T ^ft^ 

wr*i*rr?r c<m — <r / ^ 4 <r *tT#i<F ^rr«<F *trta «itwr crisr ^mr?r 

vsrTí^t ^rt^WC^ (TT^ "#t ^TC^ "^Fï - ' ~ T 1 4ïT *~ r ^rtr:^ ~ r^T Keys Manager ^sTO w^r 1 
4<T*r?T Import Keys ~ <T ^Tt^HTïï 2ft?TTW% ^t ^TC^ W*T i 



8^ 




Name 

__? Asrar.chm 
_j asrar.ini 
1__J Asrar_2.exe 

j Asrar_2.exe.sig 

__j AnrarKeys.clb 
E_| cover.jpg 

, j PrivateTest 

□ PubíicTest 

Publi-: Te:t Two.akf 

j-Ul.txt 



: One.akfV^ 
Cne.akf 



J 




«INN Key Manager — — «T i 



Ekhlaas Network 



ll-ll. x 

Version 2.0 



Anti-Symmetric Keys 



Encrypt File 



Decrypt File 



J 
J 





Type 


LJserlD 


Key-ID 


Length 


Creation 


j_ 









Sign / Verify 



3 



Messa gick Here j 



Keys Manager 



Remote User (Public Key) Key ID 

I 



Clear Key 



Local User (Private Key) 



Key ID 



r 



# Clear Key 



L 



File Shredder 



Preferences 



Symmetric Cipher Algorithn 



i 256 fz.it key ÍAESl 



Stealthy Cipher 

p' Activate Stealthy Cipher 



About 



1 

Select File to Encrypt j Select File to Decrypt | File Encoding and Deco_i__J_ 
__J Path: |~~ ' & SelecL. ? 



Exit 



V Shred Out Original File. 



f" Sign Encrypted File. 



Fingerprint: 





Type 


UserlD 


KeylD 


Length Creation 




► 











Key Managennent 




Renlove Key, 



Change Fassphrase , 



? Help 



X Close 



Nurnber of Keys: No keys 



^«rw wr^m fer?r srr^c®& #t twtr^ ^?rt?r w^t wr*Ht?r st%®fr ft 



Ekhlaas Network 




itr^rré' ¥t^r ^rrr^rré' fer í*r i (sn^c®& *rr#r^ fcsft wi?r ^rr 



8V 



M 



Ekhlaas Network 
*|0JAHÊD£EH SeCitETS 




4\M Key Manager 4 WWfó" S||$0»Ï3 # C*Nt i 



Ekhlaas Network 



Version 2.0 




En. 
Dei 
Sig 
Mf 
Keyí 
File 



Pre 



jf JfJE Pub/Priv test-one 



Fingerprint: |45FB28G9257BCCEG41 G75A0B0491 G1 1 79F1 2B0F4 

|KeylD |Length~~[ Creation 



ss 



UserlD 



9F12B0F4 2048 * * *»t 



3 



-Key Managennent 

Ewport Private Key... 



Ewport Public Key.. 



Irmport Key 


Rennove Key... 


Generate Keys... 


Change Passphrase... 



? Help 
)C Close | 



Nunnber of Keys: 1 



ar Key 



ar Key 



Exit 



b 



ëTEcT.. 7 



Shred Out Original File. 



I - Sign Encrypted File. 



8& 



4*FT wr*FTt<f ^fïï *tT#FF ^TC^ WlïT W^TÍ WfatíT Import Key ïït^ 1 



Ekhlaas Network 



►JífJE Pub/Priv test-one 




Anti-S ymmetric Keys 



rj 



Fingerprint: 45FB2869257BCCE641 675A0B0491 61 1 79F1 2B0F4 



UserlD 



]Key ID 



Length Creation 



9F12B0F4 2048 | 



Key Managennent 
Enport Private Key.. 



Ewport Public Key... 



Click Here 



Irmport Key 



Generate Keys... 




iar Key 



;ar Key 



Rennove Key.. 



Change Passphrase.. 



? Help 



yt Close 



□._______! 



pacn: 



belet' 



f" Shred Out Original File. 



|~~ Sign Encrypted File. 



Ekhlaas Network 
MajAKeDÊEN SECRBTS 



^ Import Key 



r ~x 1 




Look in: 
Name 

__j Private Te_t One.akf 
__j Public Test One.akf 
, j Public TestTwo.akf 



rnodified 



p' 



Click Here 



File name : | Public Test Two .akf 



Rles of type : |Asrar Key File f.akf} 




í 



iar Key 



iar Key 



Publicfcey.. 



Generate Keys.. 



Change Passphrase.'.'.T "' ' 



Close 



ï~ Shred Out Original File. 



Sign Encrypted File. 



(to 



4^ Key Manager 4 ^f?T public key ^TtW i 



Ekhlaas Network 

SECRETS 



lí-ll * 

Version 2.0 



3RE Fub/Friv test -Orl! : 




Anti-Svmmetric Kevs 



U 



Fingerprint: 06F3EB27944EC0075903D8AFDDA755EE623BA1 7D 



UserlD 



I KeylD 



Length Creation 



9F12B0F4 204S 



test-two 



G23BA17D 2048 



Eflp'oitPrtvate K.ey... 




Innport Key 


Rennove Key... 


Ewport Public Key... 


Generate Keys... 


Change Passphrase.. 



? Heli 



ar Key 



;ar Key 



1 

r~ Shred Out Original File. 



I Sign Encrypted File. 




snct ^rr^m sti^sï» #t ter^ i 4 <r Hf^ i 



Ekhlaas Network 
JrfGJAHJÊDE&H SECRETS 



l-ll * 

Version 2.0 



Anti-Symmetric Keys 



, ^ ^Encrypt File ^J 
Decrypt File j 
Sign / Verify 
Messaging ^J 
Keys Manager ^J 
File Shredder 



Type 



UserlD 



JJE Pub/Priv test -one 

3T Pub test-two 




Remote User (Public Key) 



Clear Key 



Local User (Private Key) 

Itest-one 



Key ID 

9F1 2B0F4 



jjj? Clear Key 



nmetric Cipher Algorithm 



^ijndael with 256 bit key (AES) 



"3 



Stealthy Cipher 

f/ Activate Stealthy Cipher 



__ Preferences ^J-^plect File to Encrypt j Select File to Decrypt j File Encoding and Deco. * I *■ 
^ _ AbQ j £Vi77T%^ 1 & Select... 



Exh 



^Pít*, I 



Shred Out Original File. 



Sign Encrypted File. 



Ekhlaas Network 
HOJAHEDÊEH SECRETS 



Version 2.0 



Anti-Svmmetric Kevs 



Encrvpt File 



Decrvpt File 



J 



Type 



UserlD 



|Ke V ID 



| Length | Creation 



3FJ; Pub/Priv test 



Q Pub 



SF12B0F4 2048 



G23BA17D 2048 



Sign / Verifv J 
Messaging 
Keys Manager 




lear Ke V 



Local User (Private KevJ Kev ID 

|test-one |9F12B0F4 



Clear Ke V 



File Shredder 



Preferences 



J 



!|vmmetric Cipher Algorithm 

^ijndael with 25G bit ke V (AES) 



Stealthv Cipher 

Jv? Activate Stealthy Cipher 



Select File to Encrvpt | Select File to Decrvpt | File Encoding and Deco. * I 

& Select... *? 




4<T*fa ^ÏU^ Messaging ÍW^ W i 



Ekhlaas Network 
WGJAHEDEEH SECHETS 



Anti-Svmmetric Kevs 






Tvpe 1 User ID 


|Ke V ID 


|l_ength jCreation 


j 






Jf Pub/Priv test-one 


SF12B0F4 


204B 




> 


Pub test-two 


623BA1 7D 




■ 









Remote User [Public Kev) Kev ID 

;test-two [623BA17D 



£t Clear Ke V 



File Shredder 



Local User (Private KevJ 



Kev ID 



9F12B0F4 



Clear Ke V 



Svmmetric Cípher Algorithm 

Rijndael with 25G bit ke V (AES) 



13 



Stealthv Cipher 

V? Activate Stealth V Cipher 



Preferences Se | ecl Fi | e to Encr V pt j Select File to Decr V pt | File Encoding and Deco. j | * 

About j| n , , 

_ J Path:P 



& Select.. 



Exit 



Shred Out Original File. 



Sign Encr V pted File. 



Message to Send | Message to Send Encrypted Received Encypted Message ] Received Message Decrypted ^ | 
& Clear & Load... Encrypt 



? Help 



X Close 



Remote User (Public Key]: test-two 
Local User (Private Key]: test-one 



Key ID: G23BA17D 
Key ID: 9F12B0F4 



Message to Send 
^ Clear 



Message to Send Encrypted | Received Encypted Message \ Received Message De| CJick Here 
& Load... 




^Tj EncrypF 



Hi 

This is Test MassageJ 



? Help 



X Close 



Encrypt HN> W^T i CSTCTSf C^t ^CS Ct^T G>lï>k<P copy 



Secure JVlessaging 



I 



Hemote User (Publïc Key): test-two 
Local User (Private Key]: test-one 



Message to Send Messaj^Click Here p[ e d | R eC eived Encypted Message | Received Message Decrypted 



Key ID: G23BA17D 
Key ID: 9F12B0F4 



Clear 



(0 Copy 




H LeftTag .^3 Php Tag |S| Code Tág 



tttttt Begin ASRAR El Mojahedeen v2.0 Encrypted Message tttttt 

2mPz857/AT E 2M D ckN D I zN iQ 00 T hjN 2Q 2ZD YkM 2Y1 M mM 5M WU 5ZjR jM jl 4Y2VÍZWQ 1 ZjllZG F 
mZG 1 2M G E kM D c wM jkSïWI 4N TZIM jZjZjY 2M T M 1 M D J hO T R rnZjM D J jN jd YTAyNzlOMDE2Mz 
J kM WFiM mJ hYwï yU D MyNWU kM mU yYrnQ wU WQ 2ZDY4Y2Q zM mU kO T hhYwViM zAy □ T EyN 
mY2M jg3YzdmM zRiOGNkOTR mO WU 5M D J hM T hkN G UyM D FiN jY^N G E 3YjR íyT M 2YzEiZ jY4Yz 
kyO D J IM 2M wM zA3YzkzZÍYl YjQ 30 D U z0 T lyN D c4N mFIM D U wN G U nZjN kM mZIN WU 1 YT A5ZG 
VIM mU yú T Q 0YzY2N mR jN DY2NWM 2YT VhYjVhZmJ IM mE 5YT IhM jk5M DNkMzE KZfTSM D hjM zg 
1 N zg wZWR iM D J kM zY2ZWN hYT Q OZD M wZ\) iZD J ÍY jj rnZT YyZjU 3YzA5M DMxNGM 4ZT Y2Yzl y 
M mZIN G 1 1 M mZkN G M wN T g1 M 21 wYT E zZjdiO WM kM WU zN 2M 3N jhiM G VkN zl wZJ Q 3N WVIO W 
Q zM 2M 4YmZhYTZiM 2U wZrnQ zM D Y5M mM 20 G M OYjl 3YjN IN G R IY2I kN T N hYT gwM D Q 4N T J kN z 
N kM D FjM mEyZjgSM zkOO T djN jgzM T N I0 G FhN T kON zM zO G R mWE 5YzQ zYjYyN zN kN ml 1 N ml w 
N G M wM zAiR SmG U 255V31 D qlH 7tm3ggqE vR rSH 69Lb4kD poXeR sL3E □ E WO 3t<y N 2Kt4vJ Wke+ 
jDzhA= 

tttttt End ASRAR El Mojahedeen v2.0 Encrypted Message tttttt 



? Help 



Cdmcres&ion: -40.0% 



Cipherr Serpent. Key size: 25*5 



X Close 



4*1^ notepad 4 paste <FZ3 %S asrar al mujahideen t?Nt «ll^Pl ^C^ f*R i <£R>\ 



Fiilê £dit FmmiBt Vitv/ 



Hclp 



### Begin asrar El najahedeen v2.G Encrypted Message ### 

? HíP Z E S 7 ■ á TÊ 2 V Dc XN DI Z N }QOQTh j N í Q 22 D Y XM2 YlW W Sr' ivL' S2 j R jÉL] H Y JM ZwQl 2 } 1 1 2GF 
«ZGI ZMGEXMOCwM jk 5 YW14NTZ 1 M j Z j Z j Y2MTM 1* D3 hOTR j Yfltf ÏmO J%i <Ll YTay N2 1 QMDE 2MZ 
3 kFWF 1 H mJ h YWIy N DMy NWU XMniUy YmQwQWQ2Z DY4 YZQZPmUxOTTlhvWVTtaAyOTEyN. 
HY2M j g 3YzdmMzRÍ OGNkOTRmOWL D3 hHThkhfGUyM Dfi N j YyNGE 3 Yj R. nfTM2YzEyZ jY4Yz 
kyODÍ W ZWtoW zA3Yzk zZjYl Y jQ30DU zOTIy NDC4 NmF 1 HDUwnGUxZ i KkV n\l hWUl YTAS2G 
vW mdyOTQO Yz V 2 NínR j N Y2 N^l 2 VTvh Y j vh2 na J iMinE 5YT1 hMjk5^DMkMz£l^iY5*lDhjMzg 

1 N Z WR 1 MD 3 l\2l WNhYTQOZ ÚMtf j J 1 Z t» f Y j > Itl? TYyZ j U 3 YZA^MDM X NGW-12 T Y ? Y Z I y 
M mZ l«GIlWmZ kN<M«NTglM 2 IWYTE ZZjdÍ OWMXMWUZ N2M 3 N j fii MGVkHZTWZTOjW/lOW 
QZV ?W4 YmZ h YTZ i M 2 U WZmQzMOYSMFïW 2OGM0Y j 1 3 Y j NlNGRl Y2 1 X NTN h YTg DOXNT ] kN Z 
hkMDF jMmEyZ jgSM zkOOTdj N i gzMTN 1 OGPhNTkONzMzOGRmYWE SYzQzYj VyN zN k\nl 1 Hml% 
fíG^wM z ai RemGU 2 5 5 V3 IDql H ? t m ïggqE vftr 3h 6^L b^kDfwXcRsL 3EOEW39XYN2 KtV^ rtlí e+- 

jDZhA= 



F 



End A5RAR El MojaTiedeen v2.0 Encrypted Message 



■ít T^U 5TT?= ï£f ffer^ï ^Cí 
^ÍTïiï ?H1T^ TTPlf^ 



(^8 



n 



bct - NDt^pad 



Fi»e fdit Format V*w HtJp 

W2PZS57 / AT3 1 YTA4MTk40WVÏ YzE2ZT(f jZDNÍ MzAxNTt ZMÍW 3YWRITMWF mZ j g 3Z Tr_ 3MmE 
lZDIJKDftlOTgzM2 Y2MDkv*1 2l3ZDfllNZI JDTMzYWfil NThlZTlMMWÏMMzhhQGU ZYmVÍ N jM Z 
COZ 1 1 Dg 3M2Q JNfflË 21 ThhYi AS*Í 2 RhNTW XM2 U4M ZA2 N juyYTRk Y j Q ZNH*Ëu« jMZMDítkNGVj 
N ZMyN D4yZWY5M0FrfN J C 2Z jfc 5 Y j F i QDM 5 Y j I 2Z*W yYj 1 1 NTJFhZ Tfl 1 OTdhN ZN jYntQxMWUOZ TN 
kNJTlJ hZ TBtTM Zk 30GQ XNzQyM zk ÍYWYxZ j A2Z Dh i Y2Z kM 20. 3 VIT1Y2M2 J hOWJ jMDRhNThj Z j Ax 



NTCZ YzdmOWM 2QWYX Y jM 3ZmZ ] YTMXQDEGZDA2V 

zteHyzmzz DZkNjdhz duI Yz g zw j skM g vkNThi y : 

ODNlttZ D A5 NTdmN j F j Y j ZwZ jMwMflM2 Nmu 3O0UWZ : 
NT J jNZUK Ni*v_YWUlM T r ZQDVk*!ítM Z YZl TrMWË ' 



1 5MDQ2MOJ 1 ZTZ kZ j EyÓ-TMWMTtll ZDA 5 
IlM i J ÍMDJh hiZËVMíM IZGUZMTT i Nm J hM mN j 
V 22 D J Í OGR 1 NTEy NT AOOWV 1 OltfVmY j g2 



WH j 1 SMTI ZMWU3N21 5MZ I 2NTM40DJJ j NWE iNTYyZDI 3 YWU2ZTC 2 NTUXM DEyZTE-4-QDEXNT 
Z 1 OD5 EEt qxt 5 by J 9 5ynYcDRc2 / 5e Df QSDvMU jCMtOf 15 P Ykl o09 r 2f ï RGhFVU SRbLVuFL GGAp7d 
rixvsaWKbnc 



L 



8.8. ^st fêfêp^ *fs*fë 



».brt-NQtep*d 
Fiït Êdit Fcwnst Y.ew Hetp 



rt 2 PZ8 5 7/ AT31 YTA4MTk40WVi YzE22TrJ J ZDNi MzAxJ-TCZMGM iYWRJTfíWftRZj g3ZTc3Mm£| 

ÍZ DI ÏKDRl OTgZM2Y2M DÍCWM2 1 3 ZDqlNZl4QTMZYWRl NThl ZT J i MWEXMzhhO&JZYmV i N jMZ 
QDZ 1 ZOg 3M 2Q3NmTÊZZTh^l YZAX^2flnNTWxMZll4M2A2N í UyYTRkY j GZNHlE WM jM 2M DdkNGV i |_ 
NÍMy NOAyZWY 5MDF HiN j C22 j k 5 Y jF 1 0DM 5 V j 1 2ZW*yYj 11 NOF hZTdl OTdhNZN j YíflQXMUOZTN 
kNJB J hZ TBBfl Zk 3QGQ-.NzQyMzk 3 YWYxZ j A?Z Dhi Y2ZkM 2Q 3NIHY2M2 JhQW J DRhNTh ]2 j Ax 

NTCZY7dmOV#f20WYx Y jM 3ZB1Z j YTMXODE0ZDA2 V j I SMDQ2MO J lZTZkZÍE yOTM wMTh lZDAS| 

ZTBhYzWzZDZ kN 1 dhZDUl YZEZ>* i SkMGVkNThÍ Y] IlWj 3 ÍMD JhNzEyM ZMÍZGUZMTF i HsO hMfllN 
QDNffiZDA5NTdniN J F j Y j I WZ j W WMTTW2NH1U 3QDUWZ ] YZZD 1 1 OGRl NTEyKTAOOWVÍ OWVmY] g2~ 
NT J i N 2 LxNiïfíWYWUlMTI zODVkM fi^Z Yzl lïWWE 5Pi j J j ZTl kOWJhNrJQlOTYWN j g4 NWVW ?I [ 
rW j 1 mMTlZMWl 3N21 5MZIZWTM4003 j NWElNTYyïOI 3 YWUZ2TC 2NTUXM0£y2TE 40DE XNTl 
ZlOOSEEtQXt sbyJ^SyrtYcOftc^ SeDfQ5Dv^ujCMtQfUPYklQD^r^f lP.^hF VUíRhLtfuFT^ 
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iï?3^T i\*4fÏÏ}: ^Íj^í^ 
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SNCT ^ï*Fït<T stl^C^ ^át CST^'TOft^ ^r#R5 W^T i « Messaging 
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File Shredder 



Preferences 



About 



EKÍt 



Symmetric Cipher Algorithm 

| Fiijndael with 256 bit key (AES) 
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Stealthy Cipher 

p Activate Stealthy Cipher 



Select File to Encrypt | Select File to Decrypt | File Encoding and Deco.jjj. 

Path: (~ 



& Select... 



Shred Out Original File. 



|~~ Sign Encrypted File. 
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Remote User (Publïc Key): test 
cal User (Private Key]: test- 




CJ ick Here pS end E ncrypted 




KeylD: G23BA1 70 

H^re W ID: 9F12B0F4 




^FÊaste I Fassphrase: p= 



ted M essage R eceived M essage 
1V Mask 




W2PzB57/AT J rrTA4M T k40 WV YzE 2ZT djZD N iM zAkN T czM G M 3YWR mM WFmZjg3ZT c3M mE 
1ZDI3MDRI0T gzM 2Y2M D kwM 21 3ZD g1 N zl 40 T M zYWR IN T hZT J iM WE kM zhhO G U zYmViN jM z 

□ DZIZD g3M 2Q 3N mE zZT hhYzAwM 2RhNTM kM zU 4M zA2N jU yYT R kYjgzN mE wM jM 2M D dkN GVj 
N 2M y N D AyZWYSM D FmN jc2Zjk5Y jFiO D M 5Yjl 2ZWM yYjllN D FhZT dlO T dhN zN jY mQ kM WU OZT N 
kN mJ hZT B rnM zk30 G Q kN zQyM zk3YWYKZjA2ZD h Y2ZkM 2Q 3N mY2M 2J hO WJ jM D R hN T hfZjAK 
N T czYzdmO WM 20 WYkYíM SZmZíT T M xO D E OZD A2Yjl 5MDQ2M D J IZTZkZjEyO TMwMT hlZD A5 
ZT B hYzM zZDZkN jdhZD U 1 YzE zM jB kM G VkN T h Yjll M jj jM D J hN zE yM zM 1 ZG U zM T FiN mJ hM mN j 

□ D N mZD A5N T dmN jRjVjl wZjM wM mM 2N mU 30 D U wZ|ï"zZD J iO G R IN T Ey N T AOO WViO WVmYjg2 
N T J jN 2U kN mM wYWU 1 M T I zO DVkM mM zYzlmM WE 5N jJ jZT IkO WJ hN D Q 1 □ TYwN jg4N WVmM 21 
wMjlmMTIzMWU3N2l5MzlzNTM40DJjNWE1NTYiZDI3YWUzZTc2NTUKMDEiZTE40DEKNT 
ZIODSEE +qKtsbiO 95ynYcD R c2/5eD f Q 5D vM U jCM tO f 1 sFYklo09r2f I R G hFVU 5R bLVuFLGG Ap7d 
lÍKvsaWKbnC 
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Local User (Private Key): test-one 
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Message to Send J Message to Send Encrypted Received Encypted Message | Received Message Decrypted 
Clear Paste j Passphrase: 
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I ► 



[7 Mask 




W2Pz857/AWTA4| 
1ZDI3MDRI0TgzM 

□ DZIZDg3M2Q3Nml 
N2MyNDAyZWY5M 
kNnvJhZTBmMzk30 
NTczYzdmOWM2LT 
ZTBhYzMzZDZkNjdl 

□ DNmZDASNTdmNjl 
NTJjN2UxNmMwYw1 
wMjlmMTIzMWU3N 

ZIQ D S E E +qXtsbyJ 95yill LUI I L-J.J - I L-U I U . -H-J V I HU | l- |ll lU I I ^ '1 I MUUJ I U II i u ii ' i VU-J I I UL.PU I LUUWLlfU^ 
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Remote User (Public Key): test-two 
Local User (Private Key): test-one 



Kev ID: G23BA17D 
Kev ID: 9F12B0F4 



Message to Send Encrypted | Received Encypted Message Received Message Decrypted | Messages Loqqinc 4 j ► 
0e Clear 12] Save as.. 
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TFl^r Wf'WS WíïT *§FTÍ W ^^Tl^ Wíïï^ i Google 4 file share / upload t%*í 7 TT# ^ïTC«T 
4 W*T *ÍT V 3¥Ï TJtW i %5 www.sendspace.com iíRT "*Ff5«T «lí'WS WlïT 

(THTM^ëTti 

SJ«ÍW ^ ^T^TR^ www.sendspace.com ^TTl^ ^ed^T ^íi Browse ^TT t]N> 

w wr*Frt?r £fWr% ^Ft^r t^ri w^r i 




iïí .Vi'in*. Mac, Iiaux} 






4<T*t<f Upload ^7T W^T i 



Selected files 

X dïfference-berwe en-proxy-s er..,ver.htm 

4fr Add more fi Jes 



1 3 sf&scriptkm 



Add descriptioti Wp^f^ C^Sí^T ^W^-T 



*Bv U-p-lo aditig vou. cofLËim vollt £LL&l cotnplv vi/ith. oux Tëim: of Ber.ice. jf 



Upload 



Nest step: Sliaxe or just store vour fHeE 



Tpi^r wt*tM^ "^m *t?r ^ts?t?r copy w ?r<rí?r ?m*r c*mt<T <f?ft 



; rres-ieacer:-peni ■ Po:-t arspiy .-ree .s:_re ::.e ::o:í:::;. Je:*.c: b:g ::.,.. x 



■ •UMÍMa&ttf.r» Are you using Tor? 

í^^___' | | | S | | <■> | | | | ["": f; 02u.sendspace.com/uF load?SPE^ -"■ g| | (§j | Startpage 





Upload Complete 



Congratulations! Your upload completed successfully 

CRfr! wm^] ^C? C^ Wl? ?TsT Cípflt^ 
difference-between-proxy-sei^er-and-reverse-proxy-server.htm (64.45KB) 

Co-.vnload Link 



b. i£l ; ïrtC^4C^f%?^ : ^1%^C?r 

m^^^^m^M "ttpif/www.sendspacexom/filefcsohox 



Delete File Link 



h. ^ÍH $ 1 fo C*fc^S¥í?f*IC?r http://www.sendspace.com/delete/csohox/6afb34213306 . .. 

^ T%s ^ 



HTML & Forum Links (Togglel 



Scrïpt: Parfcaiiy .-.jio'A-sd, 1/5 í:snd:pa;s,;oir.) i «SCKPT»: 10 | ^OBJECT^: .3 



€> I ~ | ® | # I -J I ^ 



i£R# NëtM <rHfaÏÏ?r ÍHHlVjM^S 

i. v fêfwcfcr cK?r c<rí*t w?r <rmra <p?r i 

íí. íjéíw *t^ <rt, <rm <rmt?r ^t <F?rt i 

iii. <FS "3 oQja ^ic^<t w<r <jj<r^ I 

iv. w^, w £t#<p 4<r «tPrssrré' bsft i 

%5 *t%*tt# 4<r ^r ' ! »3Trtcw «fl> <rc?r cwr 



*tr%*tt# <1PT^?TF£ 


^<m ^^sTrt^ 


GO&5#nd(+;26 


Salmankhan 


jh(53)lbGj 


123456 


J A Ko*bRh% 


Ilovetoeat 





^rr^m Computer Name fëMM Í^t^ f%^T ^RT C^H *tfêf&fë <TM7<H i 

^f^têí^ ^fwí^ My Computer ^RT ^*I?T Right Click i Properties HN* 
<P*M i Change Settings <4 Change HN> <P^«1 i Computer Name ^ÍÍW^T <P*M i 



3TT"3 Ct^jT 
Windows Update 



•A-'irdowï " ; .^^' 

Windows 7 Ultimate 

Copyright © 2CC9 Microaoft Corporatbn. All righits reserved. 
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Xj^ TTjT - 7 i: T'^< "^"^' < 7 T^T ^T^ 

■FT:" -.-li.'fl Wl 



"LHÍflfl *F°l5b!fl" I 



ïT^ *(*H3Íj-£flfl FTT: john-PC 
■37TF&PT: WORKGROUP 



a^fij fSIP^ 5TW 351$ fPT W 5Cë T5T"T 
<M <?*TT. ■T?3T~ T?T" T^ <ífpcl I 



^' : 'c7- í7í * *■ -í' ■T".>ï>- ;- ; --;' 3-.-^ 
^faq'ici ^ïïTT. "TffT^sF" f^ -ífpci I 



f^ aní qflBi -r-fpfi TO^r ffpci 



^ia^ s "j' 



^v-^ÍSjIC-Sïï "íTTïT/i'-tl^'l ^ííkfë-í yílt^ I S [ 



jinR R°i3ï afEía ïrïr wth 1 -" íí 'í-=s-^ ^tt 

W^TI ifíM'iH fHTjSTT^ ïT™TÏ5 WT5 3TR (Ti^Tjia 
^TltfTÍ JTtW T^fi 



■íR'lSt-'íflfl 'TPT: 

johr-pc s. ^^TOiíi^ÍTj^rT^rmí^l^ 



W$ +f ï H5lj|[flíl =TFT: 
john-PC 



WTT 5TJTÏ 
@t*lt*t*t: 



WORKGROUP $ aWiïQ^WÍ^^F 



í*i(.si« W^T 



<m 



■hdIH-IíÏW cTTfT^ <WÍH^T... 



<t.8. w tfiT^r ^rt^.R (íiT^r ^ïïí 



https://www.ansarl.info/ ^ https://l93.107.86.244/ 



^I^T C«ÍW ^rj^i ^T^r ^ST^ ^TT^tj http://tejji.com/ip/url-to-ip-address.aspx 

<rmra i ^rr^ wr^rm »É ^rc^ convert to rp ^r^r ^n^r 
^t^t i ^^t^ wr^rm wi^r wr^rr ^c?r cto w i 



^rm^T *t?r *r?r "5^^ ^if^r^ <f<ri ^ts^t c<r ^hí ^rtw ^c<r f%^r c?rT%s 

W ^Wff ^<r ct^t ^<t^ ^t^tí 1 ^rrsrt?^ csn^i c^tt% ^ro^r <tmt?r wt 
^twi c>T<rft7T wr^tft ^twsr *rft<H, w ^mm^i ^pRtrr w ^r cstrt^t 
c^Frt^^M foffct h?tt*h 1 ^t?H ^tw gttw?r ^r ^rfcr ^ 1 wt^hh 
^rn^ Iítw "#T6ïï wr ^ra (th^ £ttc*tiQíï> 1 f%i wt*tft ^r^rr *tt?h ^t f%^ft c*h 
(^Trrl; ^m) (7T cro ^ (^mtr^ ^ttït ^^tt^ wt*HT?r tttw "##?r wr 1 

Domain Name System Wt DNS RÍW ^#TW i <í|fi> 4^ wfeí^ ÍW^T i <sfi> 4^ 
^#»fê£tt?T?T ^T^T ^TH-C^ Wttf^í 4T^£>T ^HH ^ l 4<T T^tffa ^T rDNS I "<TÏ 4^fi> 

^H^i^ van^f^t ^t^w «i^m ^ïï i wr*tft w c<fh ^c*t<t>ti$ci3 ^ih, ^*h 

^rr*tH ^vBérN cg^f% ^rm i5t^*r ^?h, ^rr crffa rhi cws 

http://www.google.coml f%! 4^ (7Tfr3"?Tft¥ 4"<Ff1> "^FT^fêHïT W^TaftíïT >Tfi;sí "3<rT?T 
*SRJ Wttf^t 47^>T <tJ<t^l<t ^ïï l "<TT "5^ 4^ <êH&Ï3IC<1<1 f^HTi ÍWo 58.93.116.61 

^rr?r wr wr*tft w ^tera ^t^t ^ïï c<fh w^t Rm T%*t 4^r?r ot, ^*h ^r 
^iítcHci5<t dns T%^5T?r ^rr^Tí c=nr i w ^st >t<tt>tQi dns í>ic>Bw<t m$ (^ttt<rm ^ 
rí i c£i^# dns ^fe?r (^ttt<rm ^ i dns >ïï#?t ^t c<t c<fh ^#»fê$T?r, ^ 
dns í>tc>Bc^<t c<rr«T^ wt?r wïï c<tfêr>ï5i<t ^z<m\ dns ^rtéH ^^r# dns 
í>tc>Bc^<t <Hctóít ^tterr <m \ dns T%^rf^ ^nm ^f%<m^í dns ^rr#fr 

¥^t^r?r ^ic^tc^íi ^H^r?r, ferfte^ <íi^<r ^rttar ^rtWfr ^iPi<m <íi^^ 

^TSÍSt^ W C>W ^<RÏÏ Ct?T i (7F» ^fi^T^ DNS cache ^ i 

R 5 ^^ ^*óI<iwl> ^T^Sf "^?T Command Prompt ^ ipconfig/displaydns f^t ^"^T?T TWT 
DNS cache-^ Wft ^c^MÍ Wí^ * ? ÍTC<H i ^c^M fl 5 ^ "<P?IT?r ^SHÍ Command 



Prompt 4 ipconfig/flushdns feí T%^T i WÏ*FTt<ï ^f^t^t^ DNS cache-4 
<TNt \s«U^M flush W fw i 



gtaSi ^tre ^wi ^tfw, •qffir ^3 ^sftct*!^ cqre ffam <to<t ^kïï miai^i ^ 

^lt ^tl C¥trf ÍW^ (TT^I 

^tm^, ^rt^tfïï ^ttw-yifl^ ^3 ^toi c?tn>it<Miii ^mm * 37^1^^ R^íic^ 

^rtftïïi 



